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DISCLAIMER

* No podemos contaros cual es el cacharro (ooooh!)
* Pero podemos poner fotos del interior (bieeeen!)

* Proyecto de pentesting (sin norma) para verificar la
seguridad de su producto




BAREMETHL HARDWHARE HACRING?

* ¢Qué entendemos por Baremetal?

* Trabajamos directamente sobre el hardware
(metal)

* ¢Qué diferencias hay al hacer Ingenieria
inversa?

= No hay simbolos (NINGUNO)
= No hay sistema de ficheros
= Zero Knowledge
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LAS ETHPRHS DEL VIR]E

Comienzo — El cacharro y su arquitectura
Puente— Accediendo al codigo

Desierto — Bypass de protecciones de lectura
Descenso — Reversing ARM

Los Tuneles — Debugging ARM

El Templo — Fuzz testing

La Montana — Explotacion

La Cumbre — Manteniendo el acceso
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

* Multiples muestras permiten pruebas
destructivas

* Primer paso: Abrir |la caja
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

e Fase de reconocimiento

Fingerprint module
LCD

Contactless interface
Contact interface
USB interface

2x SAM cards
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

e Fase de reconocimient
3 .

* No external flash or storage

B - 2xSTM32ARMICs
= APP:STM32F103RET6 <M3>
= SEC:STM32F072 <MO>
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

e Fase de reconocimiento

* Microcontrolador
= No suele haber S.O.
= Poca capacidad
= Capacidades de tiempo real

* Microprocesador
= Flash menos protegida
= Mayor capacidad

.
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= Flash: 512KB :
= SRAM: 64 KB SN

Sheet e STM32F072RB <MO0O>
= Flash: 128KB
= SRAM: 16 KB
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

e Fase de reconocimiento
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

° Fase de reconocimiento * Estudio detallado de la PCB
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1. EL COMIENZO — EL CACHARRO 4§ SU ARLMUITECTURH

e Fase de reconocimiento

* |dentificamos los posibles paths de

—sf— i ataque
'T_ * Externos: USB, Fingerprint, Smartcard
L interfaces, SAM interfaces, LCD.
| o
=L { * |nternos
L | em | = JTAG/SWD
| L_J =  UART: IC1-1C2, IC1-Fingerprint IC1 —
I‘ Smartcard, IC1 — SAM

o -
sincibe
o
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c. EL PUENTE — ACCEDIENDO AL CODIGO

* El acceso a las interfaces no es tan facil como a veces se pinta
= Popular los PADs
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R

c. EL PUENTE — ACCEDIENDO AL CODIGO

* jAcceso directo a pista!
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2

. EL FUENTE — ACCEDIENDO AL CODIGO

* jAcceso directo a pista!
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c. EL PUENTE — ACCEDIENDO AL CODIGO

* Acceso directo a pista!

UHART

MHAN IN THE BUS
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2. EL FUENTE — ACCEDIENDO AL CODI1IGO

* Teoricamente podemos esnifar
trafico

* Hay que averiguar los parametros

de conexion
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c. EL PUENTE — ACCEDIENDO AL CODIGO

e Teodricamente podemos esnifar
trafico

* Hay que averiguar los parametros
de conexion

* VELOCIDAD LOCA (approx. 921699
bps)
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. EL FUENTE — ACCEDIENDO AL CODIGO

* Suplantando las comunicaciones y descifrando el protocolo

* Los paquetes empiezan por 02

* Terminan por 03
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c. EL PUENTE — ACCEDIENDO AL CODIGO

Suplantando las comunicaciones y descifrando el protocolo

* Tiene un CRC

\ Y N Y h' i\_Y_)

End
Start byte Number of info bytes Info bytes
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. EL FUENTE — ACCEDIENDO AL CODIGO

Boundar Scan

JTAG * Tres maneras de acceder al codigo

Controll
Flash er
Controller
Sl 7 JTAG (Join Test Action Group)

Controller = Daisy chain
= TDI, TDO, TMS, TCK, TRST

Boundary Scan
ueog /l{.lepunog

UART = = SWD
Controller £
= SWDIO, SWCLK
-~ Chplo
RRNRERRRRRRNRRRRNARRRRRRRNRERRY = UART (Bootloader)

Boundary Scan = RX, TX, GND
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c. EL PUENTE — ACCEDIENDO AL CODIGO 4

* JTAG no es estandar, pero en general es posible
= QObtener identificacion de los chips (IDCODE)
= Controlar los pins (Boundary Scan)

Acceder a los registros de la CPU
Acceder a la RAM
= Acceder a la Flash

mm e, sincibe_
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c. EL PUENTE — ACCEDIENDO AL CODIGO

* STM32F103RET6 (APP)

Figure 14. Bootloader selection for STM32F10xxx

System Init (Clock, GPIOs,
IWDG, SysTick)

Ox7F recelved on
USARTX

Disable all
Interrupt sources
Configure
USARTx

Execute
BL_USART_Loop
for USARTxX

-
-
.
-
-
5
-
»
-
¥
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c. EL PUENTE — ACCEDIENDO AL CODIGO

e STM32F103RET6 (APP)

= Pudimos volcar el chip forzando a que el micro
arrancase desde el bootloader y leyendo el puerto
serie

= Mantener en alta (3,3V) el pin BOOTO

= Conectar al puerto serie (que normalmente conecta
con el otro chip)

" Forzar reset (no lo encontramos en la placa)

- -
s incibe
<
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c. EL PUENTE — ACCEDIENDO AL CODIGO

e STM32F103RET6 (APP)

=  Pudimos volcar el chip forzando a que el micro arrancase desde
el bootloader y leyendo el puerto serie

= Mantener en alta (3,3V) el pin BOOTO

= Conectar al puerto serie (que normalmente conecta con el otro
chip)
=  Forzar reset (no lo encontramos en la placa)

Name | Startadd..| Endadd.. | Size | R] wi A
% Pagel  0x80000.. 0x80003.. 0x400(1K)
B Pagel  (x50004.. 0x80007.. 0x400 (1K)
B Page?  0x80008.. 0x8000B.. 0x400 (1K)
 Page3  0x8000C.. 0xB8000F.. 0x400 (1K)
$Paged  0x80010.. 0x80013.. 0x400 (1K)
B Pages  0x50014.. 0x80017.. 0x400 (1K)
% Pagef  0xB80018.. 0x8001B.. 0x400 (1K)
B Page?  0x8001C.. 0xB001F.. 0x400(1K)
B Paged  0x80020.. 0x80023.. 0x400 (1K)
B Paged  0x80024. 0x80027.. 0x400 (1K)
zPagew 0x80028.. 0xB8002B.. 0x400 (1K)
|| Pagell  0x8002C.. 0x8002F. Ox400(1K) [ E ; E
W %y Pagel?  0x80030.. 0x80033.. 0x400 (1K) g |r]c|be
||y Pagel3  0x80034. 0xBO037.. 0x400 (1K) & e e ST
A Danald v 8NN3A Mv ANN2R Nsed0N KN Fl } .
Legend : Protected B UnProtected
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c. EL PUENTE — ACCEDIENDO AL CODIGO

e STM32F072 (SEC)

- -
s incibe
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

* STM32F072 (SEC) ) »
Tres niveles de seguridad para la proteccion de lectura (RDP) -
2 bytes: nRDP y RDP |
nRDP != ~RDP (nRDP es el complemento bit a bit RDP) ;’?,-;”

RDP Level 0: “no protection” (Default) Acceso complete de lectura/escritura

RDP Level 1: “read protection” No hay acceso a la memoria flash
e Permite salir del nivel, pero fuerza un borrado de todo
* Pero permite el acceso a la SRAM
* Yalos periféricos

RDP Level 2: “no debug” SWD deshabilitado para siempre
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

« STM32F072 (SEC)
= RDPy nRDP: Guardados en la region “Option Bytes”

= Memoria no volatil para la configuracion del
sistema

Parte de la memoria flash
= Parte del mapa de memoria del sistema

------
......

=TT T

e i 25T
=mes AEREE |E e

nRDP RDP Protection
0x55 OxAA RDP Level O
Any other combination | RDP Level 1
0x33 0xCC RDP Level 2
Option Bytes
Address [31:24] [23:16] [15:8] [7:0]
0Ox1FFF FB0O0 nUSER USER nRDP RDP
0x1FFF F804 nDATAL DATAL nDATAD DATAO
Ox1FFF FB08 ] nWRP1 WRP1 nWRPO WRPO
Ox1FFF FBOCY] nWRP3 WRP3 nWRP2 WRP2
\ .
Option
Peripherals Byt_es
0x4000 0000 System
(reserved) Flash
(reserved)
SRAM
0x2000 0000
Firmware
Flash
0x0800 0000 Flash
0x0000 0000 |MaPPEd) Flash Memory
System Memory
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[ ¥ éﬂdmroelectronlcs STM32F105T6 %2000
275 * STMicroelectronics STM32F103T4 $2000
274 * STMicroelectronics STM32F103RG $2000
273 * STMicroelectronics STM32F103RF $2000
272 * STMicroelectronics STM32F103RE 42000
271 * STMicroelectronics STM32F103RD 42000
270 » STMicroelectronics STM32F103RC $2000
269 + STMicroelectronics STM32F103RE $2000
268 + STMicroelectronics STM32F103R6 $2000
267 * STMicroelectronics STM32F103R4 $2000

s incibe_
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. STM32F072 (SEC)

"= Tres ataques a la familia STM32F0

= Cold Boot Stepping
= Sipodemos leer la SRAM y el cédigo incluye una

comprobacion de integridad podemos inferir el contenido de

la flash.

Security downgrade

Debug Interface exploit

#CyberCamp18

Johannes Obermaier
Fraunhofer Institute AISEC
Johannes.obermaier@aisec. fraunhofer.de

Abstract

Almost every microcontroller with integrated flash fes.
tures lirmware readowt protection. This is 3 form of con-
tent protection which aims at securing intellectaal prop-

Shedding too much Light on a Microcontroller’s Firmware Protection

Stefan Tatschner
Fraunhafer Institute AISEC
stefan.tatschner@aisec. fraunhofer.de

While previous devices were deployed in stand-alone
applications, current systems may be part of large sen-
sor networks or may mieract with the Internet-of- Things.
Thus, these systems coatain valuable Intellectual Prop-
ety (IP), such as sophasticated measurement or control

erty (1P) as well as keys and The devices may be license-locked and con-

- lers wre pain oy material. her, these devices are
the STM32 which have recently gained popularity and jed by large into software develop-
thus are increasingly under attack. However, no practical o

experience and information on the resilience of STM32
microcoatrollers is publicly available. The paper presents
the fiest investigation of the STM32 security concepl, es-
pecially targeting the STM32FD sub-series. Stasting with
u conceptual unalysis, we discover three weaknesses and
develop them 1o by coere

At the same time, gaining access to these assets be-
comes more worthwhile for adversaries. Product piracy
has emerged to a large threat, where competitors clone
products and cause financial damage to the affected com-
pany [7). As those attackers operate covertly without

spoaifing Proofs-ol-Concept. At fiest, we discover that a
comman security coafigunition provides low protection
which can be exploited using our Cold-boot Stepping ap-
proach 1o extract critical data or even readout-protected
firmware. Secondly, we revesl a design weakness in the
secunty configuration storage which allows an sttacker
to downgrade the level of firmware protection, thereby
enabling additional sttacks. Thirdly, we discover and an-
alyze # hardware Naw in the debug interface, attributed
to a race condition, that allows us to directly extract read-
protected finmware using an iterative approach.  Each
attack requires only low-priced equipment, thereby in-
creasing the impact of each weakness and resulting ina
severe threat altogether.

1 Introduction

Commercial grade microcontrollers are deployed in count-
less applications, ranging from indestrial systems over
automotive control units up 1o end-user devices. As their
capabilities steadily increases, the complexity of their
tasks rises and thus their firmware gets more sophist-
cated,

their exploats. are often surviv-
ing long. Nevertheless. professional researchers as well
as hobbyists have also broken several systems in the past,
often due 1o the underlying insulficient kardware secu-
rity (16, 17]. Especially, Skorobogatow et al. have shown
that the chosen security concepts of hardware manufac-
turers often do not cover all comer cases [13], have weak-
nesses |11], hidden functions. or even backdoors [12].

Many older mcrocontrollers were extensively lested
for security and often exploited in the kst few years.
Therefoce, the industry shows growing interest in more
recent microcontroliers, inclidding the ARM Cortex-M
based STM32 series. The wide deployment of these de-
vices finally raised interest into the provided security,
mostly in terms of firmware prolectxon.

‘There are no penetration testing results for STM32 pub-
licly available. Thus. giving 3 statement regarding the
protection of IP is impossible. despite it is ofien requested.
Therefore we undertake 3 thorough security analysis of
the STM32 series in whach we answer the crucial ques-
tion: Does the STM32 series provide a sufticiently strong
security concept for firmware protection and, if nol, how
complex is the exploitation of weaknesses? We start with
@ high-level canceptual analysis of the security configu-
ration and gradually dig deeper into the hardware imyple-

HINSTERIO
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

. STM32F072 (SEC)

= Security Downgrade

1 valor se mapea a CRP Level 2
1 valor se mapea a CRP Level 0

El resto a CRP Levell

HEX

nRDP

RDFP

Flash Readout]
Frotection

Level 2

Level 1

Level O

Shedding too much Light on a Microcontroller’s Firmware Protection

Johannes Obermaier
Fraunhofer Institute AISEC
Jjohannes.obermaier@aisec fraunhofer.de

Abstract

Almost every microcontroller with integrated flash fes.
tures irmware readout protection, This s a form of con-
tent protectaon which aims at securing intellectual prop-

Stefan Tatschner
Fraunhafer Institute AISEC
stefan.tatschner@aisec. fraunhofer.de

While previous devices were deployed in stand-alone
applications, current systems may be part of large sen-
sor petworks o may micract with the Internet-of- Things.
Thus, these systems contain valusble Intellectual Prop-
ety (IP), such as sophisticated measurement or control

erty (1) as well as keys and
from an adversary. One series of are

The devices may be license-locked and con-

the STM32 which have recently gained popularity and

Lain cry hic materal. her, these devices are

thus are increasingly under aitack. Howewer, no peactical

and inle on the resil of STM32
microcoatrollers i publicly avaslable. The paper presents
the fiest investigation of the STM32 security concepl, es-
pecially targeting the STM32F) sub-series. Starting with
4 conceptual unalysis, we discover three weaknesses and
develop them o ities by coeres

d by large into software develop-
ment.

Al the same time. gaining access to these assets be-
comes more worthwhile for adversaries. Product piracy
has emerged to a large threat, where competitors clome
products and cause financial damage 10 the affected com-
pany [7). As those attackers operate covertly withoat

spoalfing Proofs-of-Concept. At first, we discover that a
common security provides low

which can be exploited using our Cold-boot Stepping up-
proach 1o extract critical data or even readout-protected
firmware. Secondly, we reveal a design weakness in the
secunty configuration storage which allows an sttacker
to downgrade the level of frmware protection, thereby
enabling additional stacks. Thirdly, we discover and an-
alyze i hardware flaw in the debug interface, attributed
1o a race condition, that allows us 1o directly extract read-
protecied firmware using an iterative approach.  Each
antack requires only low-priced exuipment, thereby in-
creasing the impact of each weakness and resulting ina
severe threat altogether.

1 Introduction

Commercial grade microcontrollers ane deployed in count-
less applications, ranging from industrial systens over
automolive control units up to end-user devaces. As their
capatelities steadily increases, the complexity of their
tasks rises and thus their firmware gets more sophisti-
cated.

their exploats. vulnerabilities are often surviv-
ing long. Neverthel 1 hers as well
as hobbyists have also broken several systems in the past,
often due 1o the underlying insulficient kardware secu-
rity (16, 17). Especially, Skorobogatov e al. have shown
that the chosen security concepts of hardware manufac-
turers often do not cover all comer cases [13], have weak-
messes | 11], hidden functions, or even backdoors [12].

Many older microcontrollers were extensively tested
foe security and often exploited in the kst few years.
Therefore, the industry shows growing interest in more
recent microcontroliers, inchxding the ARM Cortex-M
based STM32 series. The wide deployment of these de-
vices finally raised interest into the provided security,
mostly in terms of firmware prolectxon

‘There are no penelration lesting results for STM32 pub-
licly available. Thus, giving 3 stalement regarding the
protection of IP is impossible. despite it is often requested.
Therefore we undertake o thorough security analysis of
the STM32 series in whach we answer the crucial ques.
tion: Does the STM32 series provide a sulliciently strong
security concept for firmware profection and, if not, how
complex is the exploitation of weaknesses? We start with
a high-level canceptual analysis of the security configu-
ration and gradually dig deeper into the hardware inple-
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

« STM32F072 (SEC)
= Security Downgrade
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3. EL DESIERTO — BYPRASS DE PROTECCIONES DE LECTURHAH

. STM32F072 (SEC)

= Debug Interface exploit

= Condicion de carrera entre que se accede a la flash por SWD y que se deniega expresamente el
permiso

Initialise Initialise

2

Read IDCODE
Mess around part 1

Still not done messing around

@

«: @

Just a bit more... Read flash!

.
: s incibe
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

. STM32F072 (SEC)

= Debug Interface exploit
= Resetear sistema
= |nicializar interfaz de debug
= Configurar direccion de lectura
= Leer flash

= SjOK 9 address +=4 SWD Firmware Device under
Extractor / DBG Attack
Power GND

Laptop
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3. EL DESIERTO — BYPHASS DE PROTECCIONES DE LECTURH

. STM32F072 (SEC)
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Y. EL DESCENSO — REVERSING AR

* ARM Assembly? No problem!
= ARM es RISC, que es mas simple que CISC

* ARM ISA

= Modos CPU
=  ARM mode (4 B instructions) (word aligned)
=  Thumb mode (2 B instructions) (half word aligned)
=  Thumb-2 mode (2 or 4 B instructions)

= El procesador sabe si esta en Thumb mode porgue el bit menos
significativo del contador de programa vale 1

= Direcciones impares

1P| G s inci
it e =Nl , INncipe
RS % = g N3P - ~ i 2 O -
x e INSTITUTO NACIONAL DE CIBERSEGURIDAD
— LI ._.'l ! ‘Il = o e | | Rrrmmmm——— i B
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Y. EL DESCENSO — REVERSING HRIMI

* ARM ISA
= Registros

= Todos son registros R0O-R15 generales y puede accederse directamente a ellos.
= R15 se usa como EIP (PC).

= R14 es el Link-Register (LR).
= R13 se usa como ESP (SP)
= R11 se usa como EBP (FP)
N
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Y. EL DESCENSO — REVERSING AR

* ARM ISA

= Saltos

= Branch (B{cond} address) = Salta a la direccion
= Branch and optionally Exchange (BX{cond} address) = Salta a la direccién y cambia de modo si es necesario

= Branch with Link (BL{cond} address) = Salta a la direccion y guarda la direccidn de la siguiente instruccion en
LR

= Branch with Link and optionally Exchange (BL{cond} address) = Salta a la direccién, cambia de modo si es
necesario y guarda la direccion de la siguiente instruccion en LR

= Acceso a memoria

= LDR Ra, [Rb] = Copia en el registro Ra el contenido de la direccién apuntada por Rb
= STRRa, [Rb] = Copia en la direccidon apuntada por Rb el contenido del registro Ra

m.; - s incibe_
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Y. EL DESCENSO — REVERSING AR

* Where are my symbols?

% Load a new file

Load file C:\Documents and Settings|AdministratoriDeskiopiSTMI2f072.bin as

Processar bype

|MetaF‘C {disassemble all opcodes) [metapc] V| ek
Analysis

Loading segment | 0:00000000
Enabled
Laading offset | 0:x00000000 Indicator enabled

Cpkions

[Kernel options 1] [Kernel options 2]

[ Processor opkions ]

Loading options Load resources

Fill segment gaps Rename DLL entries

Create segments Manual load

Create FLAT group Creake imports segrment

Load as code segment

J

& s incibe_
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Y. EL DESCENSO — REVERSING AR

Figure 10. STM32F072xB memory map
* Recovering symbols from datasheet .
OxE 000 0000 cmmﬁo"::“
= First approach: Check datasheet! o B
Depending on the selected boot mode, main Flash memeory, system memory or SRAM is s Rasaras owtnzoma|___"
accessible as follows: R e
¢ | Boot from main Flash memory: the main Flash memory is aliased in the hoot membry getoet 600
space (0x0000 0000), but still accessible from its original memory space . Reseret e e wa
(0x0800 0000). In other words, the Flash memory contents can be accessed starting oxieeE Foon | OPtonByes g
from address 0x0000 0000 or 0x0800 0000. S menry assvad
e Boot from system memory: the system memaory is aliased in the boot memory space ’ R Berrr coug "
(0x0000 0000), but still accessible from its original memory space (0x1FFF EC00 on
STM32F03x and STM32F05x devices, Ox1FFF C400 on STM32F04x devices, Ox1FFF . !
C800 on STM32F07x and Ox1FFF D800 on STM32F09x devices). < o
¢ Boot from the embedded SRAM: the SRAM is aliased in the boot memeory space Ouoo00000 | Perprems
(0x0000 0000), but it is still accessible from its original memory space (0x2000 0000). 1 s s
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols

Load Bl C\Documsns and Settings Adminets stor Deshtop| STMI2I072, bin a3
Bnary Fls

Processor type

ARM [ithe-atrchan [ARM]

v st |

- Andyss
Loadrn segment | 100000000 i [ errest ostions 1 [Keenet apbors 2|
[¥] Enatied
Loadrg offset | o Lao0000C [ Indcator ensbled [ Processor ophions ]
Cphore
Loadng ogrtrrms Load resoatey

[¥] Rename DLL entries
[T Manodl losd

Create oports segment

Fil sagment gagss
1 ¥ Geate sagments
! CYeats FLAT group

j [¥] Load 26 code segment

J coreel J[_rew |

i

4 Disassembly memory organization

R.ArM

Create RAM section

RAM start address | 1x20000000 v|
RAM size | 0x4000 v|
ROM

Create ROM section

ROM start address | 0x08000000 v|

ROM size | 0x10000 v|
Inpuk File

Loading address | 03000000 V|

File nffset | 00 V|

Loading size | O 10000 V|

Additional binary files can be loaded into the database using the

"File, Load file, Addtional binary file" command,

L oK ] [ Cancel

% Information

| L You have just lnaded a binary File,
Y I

IDA can not identify the enkry point auktomatically as
there is no standard of binaries,

Please move to what vou think is an entry point
and press 'C' ko stark the autoanalysis,

[] Don't display this message again

s incibe_
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols from datasheet

= Los primeros bytes contienen la ISR, asi que es un

buen punto de partida

=  Reset apunta al cddigo que se ejecutara en primer lugar

Interrupts and events

tgEonconn
tanenconn
menaenn
endwan
enosan
UL L L
RULLLLELL
t@Ravesnn
tBEapneo0E
UL DL
thuauaenn
L TEET)
aRsneenn
b L DL

fuenceun
taEenoenn
tuenaenn

auennenn

usenoeny
TUNODOS0N
LU LD
cpusDeRnc
oNoueet e
UL
ndnoee
shumoomIC

ose0oe
tpssoow Y
SULLLLL &S ]
chEanoet
tOEanoaIe

a0

GO0t
LA
ROM: BN SO0DL,
ROM: DEDHODAR

:
: Imput 105 B
: Imput CRCIZ :
i File Mo
i lermat :
; Base Address:
: Proceusor
: BK architect
i Target acsenhl
: ligte sex
: Segmemt type:

B8 21 00 20

&1 01 00 be

&5 17 oo o

09 17 oe o8

og 08 e oe

h23031H27556RANSHCLSIFDRICC2FSLT

SEBRIBRG

Canusersyfrpul ido\Desktop\STHIZIB72 . bin

Binaryg file

SOURh Ramge: SOGOUGIN - BOTEOUEN Loaded length:

: ARN

wre: mtaarn

oy Geferic assemdler for
LAKLAY endhan

Pure code

AREA ROM, CODE, READWRITE,

+ DHEE Bxsoouonu
CoBEs2
OCD ®xZ000210R

0CD SxHONSIEY
0CO GxHONTIES
DCO GxHOUTTNY
oee o
e o
oce o
oce o
"
L]

atmrwr e ..

oce
oce
oce o
OCD locret SOMIBEN+1
oce 8, o

0L lecret _SOM1708+1
OCB lecret_S@ED52¢1
oCe achaneIet

0Ce exhoueInt

0CP mcHBUeIRY

b o0 ws wn 9

LU

ALIGN-®

Veclor table Reference manual Tabie 24
Stack puinter

RESET

L

MardfFault

sucall

Fenasyu
SysTick
woe
FUD_vDRI102
RIC

10.1.2 Interrupt and exception vectors
Table &1 and Table 63 are the vector tables for connectivity line and other STM22F 1000

Table 61. Vector table for connectivity line devices

.
== - |- Recerved OX0000_0000
- [a] mes |meset Reset Q%0000_0004
Mon maskanie Intarmupd. The RCC
- | 2| mes |nwn Clock Security System (C55) is ¥0000_0006
linked to the NI vector.
- [ med [HamFaut All ciass of faut NDOD0_000C
- | 0 | settanle | Memmanage Mamory management OX0000_0010
- | 1 | settanie | BusFaut Pre-fetch Taull, memory acoess faull | 0x0000_0014
- | 2 | setmnie |usageraut UngennEd INstructon o llegal State | 0N0000_OD1E
- | 3| settamie |svean W“’“m DMD00_002C
= | 2 | settanie | Debug Monitor | Debug Monitor OW0000_0030
=T= - |- Reserved Q¥0000_0034
- | 5 [ settane [ Penesv Pentiatie rquest for systam sendce | 0x0000_0038
- | & | settanie [syemcx System tick tmer NDO00_003C
D | 7 | settanie | WWDG Window Waichaog Intemupt X0000_0040
1 | a | settanie |Pvo m@mwm ¥0OD0_0044
2 | 2 | settanke |TAMPER Tamper Intarugt QW00D0_00<E
3 [ 10| setmoe [ATC RTC gooal Intemupt [XDO00_004C
4 | 11| settanie | FLASH Fiash giooal Intemugt Q¥0000_0050
s [ 12| setmoe |Rec RCC godal Interup: Q¥0000_0054
& [13] setamie [Exma EXTI Lined Intamupt ¥0000_00S3
7 [ 12| settamie | E2m EXTI Line1 Intemupt [XD000_005C
8 | 15| settanie | EXTIZ EXTI Line2 Intemupt OX0000_0060
5 [ 15| setanie |ExT EXTI Line3 Intemupt ¥D000_0064
10 | 17| setmome |ExTi EXTI Line4 Intemupt ¥0000_0068

19711133

DocD13502 Rev 17
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H. EL DESCENSO — REVERSING HRIT

:~% binwalk -R "\x88\x88" /mnt/c/Users/jtallon
/Desktop/5RAM STM32f8 _no_card.bin

* Recovering symbols from SRAM

= Muchas regiones de memoria no son
identificadas como funciones por IDA Pro

HEXADECIMAL DESCRIPTION

= Los handlers no son llamados por nadie! (No
hay funcién padre)

HON: 8800A500
HON: 48003502
DN NS U2

=  Truco! Volcamos la SRAM (usando SWD) y QEE e

buscamos punteros a zonas de memoria de la i
flash (Ox0800xxxx) |

=  Function handlers (e.g. USB)
=  Constantes (pools)

A5k ¢ L
0L dwurd _BO0ASER e sunpet
S5EH

L0 dword HOUSSEC

0 unk_soawse e

510 dword_HEosSFC EP PxiNiat
1400 dwors _R005400
)
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Y. EL DESCENSO — REVERSING HARIT
* Recovering symbols with BinDiff

= BinDiff es una herramienta de comparacion para archivos binarios, que ayuda a los investigadores e
ingenieros de vulnerabilidades a encontrar rapidamente diferencias y similitudes en el codigo
desensamblado.

=  Con BinDiff puede identificar y aislar las correcciones de vulnerabilidades en los parches suministrados
por los proveedores. También puede portar simbolos y comentarios entre desensamblajes de multiples
versiones del mismo binario o usar BinDiff para reunir pruebas de robo de cddigo o violacion de patente.

= Necesita los archivos del IDB generados por IDA Pro.
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols with BinDiff
= BinDiff usa heuristicas para comprobar similitud entre funciones

Crvervieny
Basic Blocks 75.0% Jumps 58.3% Instructions 60 5% Similarity 0.99
o . w
W 7 iy 2R
| - ! E 0.50
g

- ' ' ' 0.25
58.3% 50.5% DM D 0M DS D

(uS IS s R R N R

S T e e e PP PP P PP A o o oo T o T oo T

G857 5847 Matched Functions

|w| | % | Wl showstructural changes [¥] Show only instructions changed ] Show identical
Similarity » | Confidence| Address Frimary Mame Type Address Secondary Mame Type Basic Blocks Jumps
0.71 0.83 0004381C | _IppRateLimiticmp @4 Mo.. |0004383C | _IppRateLimiticmp@4 Mormal |0 6 2|1 7 4|=
0.74 0.95 00052049 _IppLoophackEnqueus @16 Mao... | 000530A5 _lppLoophackEngueue@i @ Mormal |2 20 18|45 2§ 32 ||=|
0.4 0.98 00080310 | _lppHandleAddressLifetimeTimen... | Mo... |0005D451 _IppHandleAddressLifetimeTimen... Mormal |0 19 4|4 25 |8
0.91 0.95 00099ADD | _UdploControlEndpoint@s Mo... |00098C1D | _UdploControlEndpoint@s Mormal |4 4 0|13 55 &
0.54 0.89 0012A57C | _NIStatup@12 Mo.. [0012A87C | _MIStartup@12 Mormal [0 60 6|6 93 16
0.94 0.95 0D0TA3IBE | _lempvEReceiveDatagrams@4 Mao... | 0007AS0E _lempvEReceiveDatagrams @4 Mormal |0 47 111 68 12
0.96 0.a7 000AZE4S _TepTryToEnterEHMode @4 Mo... |000A2FED | _TcpTryToEnterBHMode@4 Mormal |1 73 1|3 126 4
0.96 0.959 0003938F _lempv4ReceiveDatagrams @4 Mo, | 00039385 _lcmpvdReceiveDatagrams @4 Mormal |0 &7  1/9 84 10
0.a7 0.95 DDOBEESY | _TcpExitBHModeDuetaTimeout@4 Mo.. |000BEEB14 | _TepExitBHModeDuetoTimeout@d Mormal (0 16 1|0 258 2
0.4a7v 0.99 O00BETBE | _TcpExitBHModeDuetoMextHopCh... | Mo... |000BESEE | _TepExitBHModeDuetoMextHopCh... Mormal |0 16 1,0 325 2
0.4a7v 0.99 O000BES3E | _TepExitBHModeDuetoAckReved@d | Mo.. |000BEB1E | _TcpExitBEHModeDuetoAckRoved@d Mormal |0 16 1,0 325 2
0.a7v 0.98 000D745E | _IppForwardPacketsPostinspectio.. Mo... | 00007618 | _lppForwardPacketsPostinspectio... Mormal |0 24 0|0 34 0O
0.a7v 0.99 000ATBSE _TecpipProcessorAddCallback@ 2 Mo.. |000AYCEC | _TepipProcessorAddCallback@E 2 Mormal |0 24 11 iy 3
0.98 0.99 0006D7A0 | _TepGefTchConnectionOhject@ 2 Mo.. |0006DBED | _TepGetTchConnectionObject@ 2 Mormal |0 83 23 148 6 PN . .
0.99 0.99 00045530 | _UdpConnectRedirect@1 Mo... | 00045577 _UdpConnectRedirect@1 & Mormal (0 16 0|0 324 0O o Inc‘be_
0.89 0.89 00110088 | _NICleanup@d Mo... |00110089 | _NICleanup@4 Mormal |0 5 0|0 7 0 k
0.99 0.89 | 000CE214 |_EGoSAllocateHkeUrlSearch@20 Mo.. |00DOCE3ES | _EQoSAllocateHkeUrSearch@20 Mormal |0 12 0|0 15 0|4 INSTTEUIO:NACIONAE DE CIBERSEGURILAD

sgE"
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols with BinDiff T——
e Podemos usarlo para:
%‘é\!}s armkFil 5_9_6 =] %
* Reusar trabajo entre el desensamblado de ( ][ ][ j[ J ‘‘‘‘‘ j
ambos MCUs N (o) o) () (X o
STM32 .’ ST-Link
v . (D emm(®) B2
b * Adivinar el compilador usado y las funciones
de libc. — Gac:aﬁﬂ:&da Compilol Dag: Debug Mmm:gmm —
. Idea! Compilamos un programa basico con
distintas toolchains y usamos BinDiff para
encontrar similitudes ® CONTIENE PROYECTOS Y
*  Supuesto general: Los desarrolladores son APLICACIONES DE EJEMPLO!

vagos y usaran lo que usa todo el mundo.

. Googleamos “STM32 development
environment” N

NN, Nl NG NG NI N e N, SN
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Y. EL DESCENSO — REVERSING AR

IFrk
TR

* Recovering symbols with BinDiff

= Las toolchains / IDEs mas importantes son:
= |AR Embedded Workbench
= Keil uVision
= Atollic TrueStudio

= Compilamos proyecto de ejemplo (con simbolos!), usamos BinDiff, si no funciona
intentamos con mas IDEs!

ey ¥
1
L
Ilr LR B B
=401
aF
ol
- )

F=LCL
d:1dE

Similarity ~ Confidence . Address . Primary Mame Type . Address Secondary Name Type Basic Blocks Jumps
<L 1,00 0,95 neoooy2s sub_B000728 Marmal 02000BAC HAL GetTick Mormal 0 1 0
1-’“' 087 0.&a 08005182 sub_80051B2 Mormal 080001BA aeahi_memclra Mormal 0 i 0o ] 0
Ty 0,96 0,98 02005180 sub_8005130 Mormal 0e0oo1a8 aeahi_memcpys Mormal 1] g 0o 10 0
T 0,85 0,90 0eo014ca sub_B0014C8H Marmal 0B0039FA USB_SetCurrentMode Mormal 0 T 0o ] 0
1-’“' 0,76 0,80 08005144 sub 8005144 Mormal 08003A9E scatterload_zeroinit Mormal 0 4 0o 4 0
f‘* 0,76 0,80 020026C0 sub_80026C0 Mormal 020039DA USB_ReadPacket Mormal i 4 0o 4 0

et s i == = sincibe_
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols with Diaphora

* Diaphora es un plugin para IDA Pro que tiene como objetivo ayudar en las tareas tipicas
de BinDiffing. Es similar a otros productos de la competencia y proyectos de codigo
abierto como Zynamics BinDiff, DarunGrim o TurboDiff. Sin embargo, es capaz de

realizar mas acciones que cualquiera de los plugins o proyectos IDA anteriores.
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Y. EL DESCENSO — REVERSING AR

N Daprone et e

Please seiect the 2ath to the SQUte databiase %0 save the curant 1D databace and the path of the SQUIte database to off agsns?,
1f 70 5QUte GFF datebese n selacied, 1t wil Rt export $he cument JOA databaee 35 500 formet, Leeve the 3rd Seld evpty if you are

* Recovering symbols with Diaphora s e

SQuUAe alabisses:
Do DA datbase D SQURE CiMersUrOldoDeskio\STMIZ0T 00 v | L | Fromosdress 0000000 -

* Script en Python que se llama desde IDA Pro  ——— L] o oo

. Uge the decompier (f gvadable

 Usa bases de datos sqlite como almacenamiento et e

O not expor! refructons and base bocks

intermedio. s

* Heuristicas como BinDiff pero usando el poder de | ~==—==""

Hex-Rays e

HOTE: Don't ssect [DA datshase fles (100, J64] 35 0nly 5QUte databeses are conaiderad

Lo J [ comn | .
IDA View-A || ﬁ Best matches [£J | ﬁ Unreliable matches || | ﬁ Unmatched in primary || | ﬁ Unmatched in secondary || | (O] Hex View-1 B | Structures || | U] Enums x| | Imports || | @ Exports || |

Line Address Mame Address 2 Mame 2 Ratic BElocks1l EBlocks2  Description
0800014 _ decompressl 080004 ae sub_B0004AE 1.000 il il Same rare MD Index
__aeabi_memsetd : memset 1.000 4 : Pseudo-code fuzzy AST hash

__aeabi_memcpy8 a8 rmemcpy 1.000 8 8 Strongly connected components
__aeabi_memclrd 08 ! memclr 1.000 2 ! Callgraph match (caller of __aeabi_memsetd/memset)

IDA View-a [ | O Bestmatches || | T Unreliable matches [£] | % Unmatched in primary | | W Unmatched in secondary [ | (D] Hex view-1 [ | Structures || | (%] Enums [ | Imports [ | (%] Exports | |
Line Address Mame FAddress 2 Mame 2 Ratio BBlocksl BBlocks2 Description

00001 (0 PCD_WriteEmptyTxFifo (0 3 sub_800743C 0.220 2 3 Strongly connected components small-primes-product
free 08006dac sub_80060AC 0.330 3 Strongly connected components small-primes-product
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Y. EL DESCENSO — REVERSING AR

* Recovering symbols with Diaphora

| Em.. [ | Mee. [] | [Elniffpseudoco ] | Graph for sub_80004AE (secondary), Gra... [ | Mun. ) | Mun. ) [ Mun. 0 [ Db 0 [ Ase. O [ Een. O | B 0 | Fex.. [ |
1 _DWORD *_ fastecall _aeabi memcpyS|{ DWORD *result, char *a2, unsigned int a3) 1 DWORD *_ fastcall memcpy| DWORD *src, _BYITE *dst, unsigned int size)
Z 2 q
2 int v3; S/ r3@3 k| int v3; f/ r3@3
4 char v4; 7/ tlie 4 char wv4; // c£@7
5 bool ws; // cE@7
(3 5
7 if { !{{{unsigned int)result | {(unsigmned int)aZ) (] if { !{{src | dst)
g8 7T
8 while ( a3 »= 4 ) g while ( size »>= 4 )
10 { =) {
11 w3 = *[_DWORD *)aZ; 10 w3 = *dst;
1z az += 4; 11 dst += 4;
13 a3k -= 4; 1z gize -= 4;
14 *regult = wv3; 13 *gro = vi3;
15 ++result; 14 ++src;
16 } 15 1
17 } 16 1}
18 while { 1 ) 17 while ( 1 )
15 | 18 |
20 vE = a3-—- »= 1; 15 w4 = gize-- = 1;
21 if { Iwb ) 20 if | Ivd )
22 break; 21 break;
23 wd = *aZtt; 2z *grc = *dst;
4 *{_BYTE *)result = wi; Z3 gre = farc + 1);
25 result = (_DWORD *) {{char *)result + 1l); 24 ++dat;
25} Z5  }
z27 return result; Z6 returnm src;
28} 27}

g 1Ncine_
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Y. EL DESCENSO — REVERSING HARIMI

Bus Boundary address Size Feripheral
- 04800 1800 - Ox5FFF FFFF ~384 MB Reserved
Figure 10. STM32F072xB memory map
%4300 1400 - 1x4300 17FF 1KB GFIOF
4300 1000 - 14300 13FF 1KB GPIOE
° OXFFFF FFFF s Ox4800 0G0 - 04800 OFFF 1KB GPIOD
ython y el acceso a - — o ey |
z 50 0000 %4300 0400 - 1x4300 07FF 1KB GPIOB
Vs ° OxE0 100000
e [Cortex- M0 ntemal 4300 0000 - 14800 03FF 1KB GPIOA
0£0000000 | _perpherais |
perl erlcos 4002 4400 - 0x4TFF FFFF ~128 MB Reserved
%4002 4000 - 1x4002 43FF 1KB TSC
. o ' Resaved | -
Dx4002 3400 - D402 3FFF IKB Resarved
A 4002 3000 - 1x4002 33FF 1KB CRC
e Dx4002 2400 - 0x4002 2ZFFF IKB Reserved
: Rasat AB1 AHB 1 %4002 2000 - 0x4002 23FF 1KB Flash memory interface
o I Dx4002 1400 - T4002 1FFF IKB Resarved
* Check datasheet again! —
et 090.5000 Dx4002 0400 - 0x4002 OFFF 3KB Reserved
4 Reseved SO w8 %4002 000D - 1x4002 03FF 1KB DMA
Ox1FFF FOOO 0%400 1 0000 04001 8000 - Ox4001 FFFF 32 KB Reserved
Ox1FFF F800
%4001 5C00 - 0x4001 TFFF oKB Reserved
04001 5600 - 0x4001 SBFF 1KB DBEGMCU
° V4 ° V4 3 o 04000 8000
¢ Los periféricos estan e oo a1 207 e -
p = 04001 4B00 - 0x4001 4BFF 1KB TIM17
. 0x4001 4400 - 0x4001 4TFF 1KE TIM16
mapeados en memoria -
2
Tx4001 3000 - 04001 3FFF 1KB Resarved
Perpherais 0x4001 3800 - 0x4001 3BFF 1KE USARTT
0x4001 3400 - 0x4001 3TFF 1KE Reserved
00802 0000
, Ressrved 4001 3000 - 1x4001 33FF 1KB SPI251
Fiash memary APB Tx4001 2C00 - 04001 2FFF 1KB TIM1
’ SRR _
. N 0x4001 2800 - 0x4001 2BFF 1KE Reserved
¢ Como encontrar el acceso a los
1 Reserved 1
- cobe BB T4001 0800 - 04001 23FF TKB Reserved
H ? Fsh, sysiem 4001 0400 - 04001 O7FF 1KB EXTI
MISMOS en el desensampiado e
H \ dapendng an 800T %4001 000D - 0x4001 03FF 1KB SYSCFG + COMP
confguraton
X000 0000 04000 BO0A - 0x4000 FFFF 32 KB Resarved
MS31400V2
e -
— $incibe
g sme mEm. S =

INSTITUTO NACIONAL DE CIBERSEGURIDAD
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Y. EL DESCENSO — REVERSING AR

* |IDAPython vy el acceso a periféricos

 Sabiendo el aspecto que tendra en el desensamblado la funcionalidad que estamos

buscando podemos crear un script que busque ese patron de ensamblador por todo
el binario.

 Para cada instruccion si el registro de la instruccion tiene la direccion de un periférico
gue nos interesa

Y
* Esusado en un STR = Output
* Esusado en un LDR = Input

NN, Nl NG NG NI N e N, SN
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Y. EL DESCENSO — REVERSING HRIMI

* |IDAPython vy el acceso a periféricos

= Sabiendo el aspecto que tendra en el desensamblado la funcionalidad que estamos
buscando podemos crear un script que busque ese patron de ensamblador por todo

el binario.

structuresSTM32F0 = {"FLASH RCR":"0x40022000",
"FLASH KEYR":"0x40022004",
"FLASH COPTKEYR":"0x40022004",
"FLASH SR":"0Ox4002200C",
"FLASH CR":"0x40022010",
"FLASH RR"™:"0x40022014",
"FLASH OBR":"0x4002201C",
"FLASH WRPR":"0x40022020",
"RCC":"0x40021000",
"GBIOC™:"0x48000800",
"GPIOA™:"0x48000000",
"GEICB":"0x48000400",
"GPIOD™:"0x48000C00",
"GPIOE™:"0x48001000",
"GPIOF™:"0x48001400",
"CRC™:"0x40023000",
"USART1":"0x40013800",
"USRRTZ":"0x40004400",
"USART3I":"0x40004800",
"USRART4":"0x40004C00",
"I2Ci":"0x40005400"™,
"I2Ca":"0x40005800",
"SPI1":"0x40013000",
"5PI2":"0x40003800",
"USBCAN":"0x4000&8000",
"USBFS™:"0x40005C00"}

15 Output wedow

TS Ewe Yol s,

Insige Function:
stract:USARTY
sbrock ;USARTY
struct:USART
strectUSART
AtractUSANTY
Struct:USART1
strect (USARTY
Struct:USARTY
Strect USARTY
strect:USARTY
strect D USARTY

___<twart HSARTY

fm- |

x | mavess 13“’ wrdeow | M rervent 0 | Fsvucrwes 0 15T enme 0 [ 30 s 1) | [[F Eon O
© 0E0RS29C @ 20 L8 Q6 HOUS RO, SDcAEDGROD
© BRONS2A® B FD EE FE wL sub_Son7nen
CORERES2AA £1 20 e HOUS R, Sick 1008
© DS00S2N8 00 90 STR RO, [SP,MOx2R+uar 28]
" BEOOSZAR B0 20 HOUS Re, 30
COBRORSIAC @ 0 sTn R, [SP. Rux2Nevar 4]
" OBOOS2AE €2 90 STR Re, [SP,Bux28+var 20]
© DRDOSZEY 5 0 E3 1 RO, [5P,BmxZHsvar_1C]
© MENeSZA2 5 90 sIn RO, [SP,B0x2Reuar 18]
* nE00S288 0C 20 novs R, S
© BRURS2HG 0N S0 STR R®, [P, MBx2Hevar 18]
© NSONSZRA 49 A4 Hov R3, SP
© OR0NSZEA 00 A | LOR R®, ~BebDO13R0
©BRDUSZHC 05 FU MG FA " sub_SBBATSE ; USARTY (reading frem regist
© RB0es2Ce 18 21 NOUS Ry, SRxt®

SUU_BENILNY | AB e )
Sub_B05258 (AxEQWS258L)

sodress: BxS00SZbal
sddress: WeSNOSZhal
*04ress: MeANOS2bal
a0dress: eS00SZbal
address: BSEOSZhal
aodresc: RaRRS2bal
adoress: Bx30052bal
ad0ress: BxRU0SZbal
agdress: ReB00S2hal
address: BR00SZbal
tdress s RSO0 2hal
aaveces MeRABCIha

Diek1 358

(witing
{(resding
(witing
(reading
(reaging
{reaging
{reading
(resting
(reading
(witing
(reaging
frasainn

|
OOOSSINA UROOSINA: suk SOI4IYEAD (Synchianised with Hes View-l)

"

to register)

from register)
to register)

from register)
from register)
from regicter)
from register)
from register)
from registor)
to register)

from register)

From vaaictors
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5. LOS TUNELES — DEBUGGING AR B L

e Usualmente el analisis estatico de las funciones no es
suficiente
= (O esdemasiado costoso

* El problema del debugging

=  Multiples procesadores
=  Conexiones dificiles

=  Condiciones de carrera
| |

*  mmap
*  source code copy

Trucos para debugger firmware en tu PC
*  Baremetal emulation

'.'.‘;' — i
1 f—] ol . _ = 4 g
X ™ ’ r s t :
b . B urbben) HITA -
ol — - ! T ! e 3 SPEMAS  Drfouoa
S T T ) 5 e Geed ] YenemEn
2~ e : LLLLL LU CURITY EVENT

.................................




5. LOS TUNELES — DEBUGGING AR

Restricciones

A priori no es posible hacer entrada / salida
Ni interactuar con los periféricos

No es posible interactuar con zonas de memoria que puede que no se
hayan inicializado

Mejor para estudiar funciones aisladas

#CyberCamp18

v .
L
Y
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5. LOS TUNELES — DEBUGGING AR

Offline debugging - mmap
1. Abrimos el fichero

2.  Mapeamos con mmap a la funcién que nos
interese

3. Creamos un punter a funcion a la direccion
gue queremos probar

4. Llamamos a la funcion con argumentos
similiares a los que vemos en el codigo

1

4

F

1
P

l
1
1
1
]
1
4
1
1

2]

Fint main(void) {

size_t lengths:
printf("opening file\n");
int fd = open("/root/Desktop/STM32£072.bin",0);

void *firmware=mmap (

(void*) Ox , length,
PROT_EXECIPROT_READIPROT_WRITE,
MAP PRIVATE, // flags

fd, // file
// offset

) B

// Definimes U0 RURLSRe 2 funcion
_DWORD* (*functionPtr)(_DWORD',_BYTE',UﬂSlqned int);
functionPtr = ; // Bpunkames 2 puestra funcién

int* address = (int *)oix // Neta: address debe £xisLix en

Ox8008aOO//la menexia del procese o SegFault
printf ("Memory address is: Ox%¥x\n", address);
printf ("Content of that address is: 0x%x\n", *address);

_BYTE *argl = malloc(
memset (argl, 'A', 3 2
(*functionPtr +!) ((_DWORD*) argl, (_BYTE *) Ux , 0x18);

. * sizeof (_BYTE)):

for(int iml;i<i2;i++) printf("$02x
printf("\n");

", argl[i]):
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5. LOS TUNELES — DEBUGGING AR

PY Offline debugging — source COde copy ll UTDWORD *sub 8005180 (_DWORD *result, BYTE *a2, unsigned int a3)

17 int v3; // r3@3
1E char v4; // cf@7

19 int result_;

1. Decompilamos la funcién que queremos estudiar 0| e Cremzess 1 Gman << 0 )

con HeX RayS J] v{rhile (a3 >= 4)
24 V3 = *a2;
a2 += 4;

26 a3 -= 4;

2. Copiamos la funcion a nuestro archive C szesuls = v3:
&3 result;
29 }
31 }

. s 31 while (a3>=)
3. Llamamos a la funcién con los argumentos 2 o

*result = *a2;

result = (result + 1)
2 ++a2;

36 a3=-;

T 7 )

apropiados

return result;
}

4
4
3 Fint main(void) {
i3 _BYTE *argl = malloc(’Z * sizeof(_BYTE)):

e - 44 memset (argl, 'A', ):

15 int returned = sub_ 8005180 (argl, , Ux
i for(int im0 ;i<32;i++) printf("502x ", argl[i]):
4 printf("\n");
4 return
4

B

.......
T
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5. LOS TUNELES — DEBUGGING AR

e Offline debugging — compilar

= Compilar con:

= arm-linux-gnueabi-gcc -static sccopy-trick.c -o
sccopy-trick -g

= Ejecutar con:
= gemu-arm scscopy-trick

= Depurar con:
= gemu-arm -singlestep -g 1234 mmap-trick
= gdb-multiarch

=  (gdb) target remote localhost:1234

------
e

b 1\ = } R TA L = 1
— : ! ¢ 2 N
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5. LOS TUNELES — DEBUGGING AR

Offline debugging — baremetal emulation

GNU MCU Eclipse es un proyecto de codigo abierto que incluye una familia de plug-ins
vy herramientas Eclipse para el desarrollo de ARM y RISC-V embebidos multiplataforma,
basados en la toolchain GNU. Este proyecto esta alojado en GitHub.

=  https://gnu-mcu-eclipse.github.io/

a
GNU MCU Eclipse QEMU plugin C% &I I p%
. B )

Puede ser usado de manera independiente

=  Soporta bastantes dispositivos (incluyendo STM32)
= ..y placas de desarrollo
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5. LOS TUNELES — DEBUGGING HRIMI

* Offline debugging — baremetal emulation

* Ejecutar gemu

= ./gemu-system-gnuarmeclipse -mcu STM32F103RB -nographic --image
/root/Desktop/STM32F103.bin -verbose -serial pty -serial pty -serial pty -serial pty -S -s

- . GNU gdb (Debian 7.12-6+bl) 7.12.0.20161007-git
EJecutar gdb Copyright (C) 2016 Free Software Foundation, Inc.
. License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
u gdb-mUItlarCh This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying"
] (gdb) target remote localhost:1234 and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu".
Type "show configuration" for configuration details.
For bug reporting instructions, please see:

n 1 1 1 <http://www.gnu.org/software/gdb/bugs/>.
Monltorlzar puertos Serle Find the GDB manual and other documentation resources online at:
. <http://www.gnu.org/software/gdb/documentation/>.
" tall 'f /dEV/ptS/? | heXdump _C s For help, type "help".

Type "apropos word" to search for commands related to "word™.
e (gdb) target remote localhost:1234
Remote debugging using localhost:1234
warning: No executable has been specified and target does not support

Try using the "file" command.
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b. EL TEMPLO — FUZZ TESTING

e Hasta ahora tenemos
= AccesoaSWD/IJTAG

= Conocimiento de nuestro objetivo a través del
reversing
=  Estatico (IDA Pro)
=  Dindmico offline (debugging)

=  Dindmico (bus eavesdropping) o A

= jEs hora de encontrar bugs! jFuzzing!

------
sEases weeer

=
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b. EL TEMPLO — FUZZ TESTING

 Debemos de ser capaces de, de manera
automatica:

= Generar datos de prueba
= Transmitirlos a nuestro objetivo
= Monitorizar y registrar el comportamiento

= Depende de la interfaz. En nuestro caso (entre
otras) interfaces SAM

------
T

R e S W A\
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b. EL TEMPLO — FUZZ TESTING

 Conectamos a nuestro micro con las interfaces que hemos externalizado usando
un programador propio de la marca (recordad que JTAG no es del todo estandar).
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e Conectamos adecuadamente
* Arrancamos OpenOCD

: -E: t Oreaxpolints, § wWaiCnpoinis . " d b
lwebdev@webdev-virtual-machine 3 telnet localhost 4444 EJeCUtar g

Trying 127.0.0.1...

e e = gdb-multiarch
= (gdb) target remote localhost:3333

|Open On-Chip Debugger

> halt
target state: halted
target halted due to debug-request, current mode: Thread

XPSR: 0x21000000 pc: Ox08885cfc msp: Bx20004730

* jLanzamoss fuzz-testing y

- targets

TargetName y : monitorizamos!

= = ¢ incibe_

INSTITUTO NACIONAL DE CIBERSEGURIDAD
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7. LA MONTANA - EXPLOTACION

* Aplica todo lo que ya conocéis
= Format string bugs
= Stack overflow

* No hay protecciones del S.O.
= No ASLR

iCon una interesante diferencia!

NN, Nl NG NG NI N e N, SN
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Figure 10. STM32F072xB memory map

7. LA MONTANA - EXPLOTACION

» ¢Qué ocurre al leer la direccién 0x00000000? | ==

OxCO00 0000

=  Windows = Crash (Segmentation Fault)

OxA0D0 0000

= Linux = Crash (Segmentation Fault) —

06000 0000

= Baremetal > Depende
=  Usualmente no hay MMU oo [ 7
=  jEn Ox00000000 hay una copia del firmware!

(2000 0000 SRAM
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H. LA CUMBRE — MANTENIENDO EL ACCESD

* Trojanizar un firmware baremetal es relativamente
sencillo!

Flash:

= Concatenamos nuestro codigo al codigo original
= Modificamos el cédigo original para que salte al nuestro

Hooked Function Detour Trampoline

mp detour
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H. LA CUMBRE — MANTENIENDO EL ACCESD

* Necesitaremos espacio para nuestras variables

= SRAM:

=  Pintamos la SRAM con un valor conocido antes de que se
ejecute el codigo.

= Dejamos que el dispositivo arranque e interactuamos con él.

= Volcamos de nuevo la SRAM para encontrar regiones no
utilizadas.

=  Cuando sepa qué regiones de memoria estan disponibles,
puede decirle a su compilador que use estas regiones de
memoria.

------
--------
sEases weeer

------
....



CONCLUSIONES

Lee las especificaciones!

Asume que el firmware es publico

Protege los buses!

Cifra! Siempre!

¢ Physical access == Game Over?
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------
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