/—-\
A
€

jtsec

)

s 00
NAVAJA NzGRA e et |
CONFERENCIEE _ ‘ OND IT SECURITY



@jtsecES @ )tsec

whoami YW @jtsecES
@ careers@jtsec.es

- Javier Tallon
* Co Founder and Chief Operations Officer at

@ )tsec

. BEYOND IT SECURITY

* CyberSecurity Certification: Common Criteria, FIPS 140-2, ISO 27K1, ...
* Pentesters con sello
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No podemos contaros cudl es el cacharro (ooooh!)
Pero podemos poner fotos del interior (bieeeen!)

Proyecto de pentesting (sin norma) para verificar la
seguridad de su producto
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BAREMETHL HARDWHRE HACRING?

* ¢Qué entendemos por Baremetal?

e Trabajamos directamente sobre el hardware (metal)
e ¢Qué diferencias hay al hacer Ingenieria inversa?
* No hay simbolos (NINGUNO)

* No hay sistema de ficheros
* Zero Knowledge
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LAS ETAPAHS DEL VIR]E

1. EL COMIENZDO — EL CACHARRO 4 SU ARQUITECTURHA

. EL PUENTE— ACCEDIENDO AL CODIGO

. EL DESIERTO — BYPASS DE PROTECCIONES DE LECTURH
. EL DESCENSO — REVERSING ARMI

. LOS TUNELES — DEBUGGING AR

. EL TEMPLO — FUZ2Z TESTING

. LA MONTANA — EXPLOTACION

. LA CUMBRE — MANTENIENDO EL ACCESO
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

- Multiples muestras permiten pruebas destructivas

- Primer paso: Abrir la caja
- Bypass Anti tamper Switch
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

= FASE DE RECONOCIMIENTO

* Fingerprint module
 LCD

* Contactless interface
* Contact interface

* USB interface

e 2Xx SAM cards




@jtsecES @ )tsec

1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

= FASE DE RECONOCIMIENTO

* No external flash or storage

2 x STM32 ARM ICs
* APP:STM32F103RET6 <M3>
 SEC:STM32F072 <MO0>

POF.

Data
Sheet
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

— FHASE DE RECONOCIMIENTO

* Microcontrolador
* No suele haber S.O.
* Poca capacidad
e Capacidades de tiempo real

* Microprocesador
* Flash menos protegida
* Mayor capacidad
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1. EL COMIENZDO — EL CACHARRO Y SU FIRI:[UITEI:TURFI

= FASE DE RECONOCIMIENTO

e STM32F103RET6 <M3>
 Flash: 512KB
e SRAM: 64 KB

Data
Sheet e STM32F072RB <MO>

e Flash: 128KB
e SRAM: 16 KB
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

— FHASE DE RECONOCIMIENTO

: www.sl.com /st 32nucie
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

—~ FASE DE RECONOCIMIENTO e Estudio detallado de |la PCB
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1. EL COMIENZDO — EL CHACHARRO Y SU ARQUITECTURH

- FASE DE RECONOCIMIENTO N _
* |dentificamos los posibles paths de ataque

m * Externos
i  USB
_gérgémj * Fingerprint
* Smartcard interfaces
*  SAM interfaces
== - LCD

il

* |nternos
JTAG/SWD
e UART

'i':_'gg . IC1-1C2
* |IC1-Fingerprint

IC1 — Smartcard
IC1 - SAM
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- El acceso a las interfaces no es tan facil como a veces se pinta
- Popular los PADs
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Acceso directo a pista!
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Acceso directo a pista!
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Acceso directo a pista!

UHART
MAN IN THE BUS
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Teodricamente podemos esnifar trafico
- Hay que averiguar los parametros de
conexion

MAN IN THE BUS
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Teodricamente podemos esnifar trafico
- Hay que averiguar los parametros de
conexion

- VELOCIDAD LOCA (approx. 921699 bps)

MAN IN THE BUS
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3. EL PUENTE— ACCEDIENDO AL CODIGO

- Suplantando las comunicaciones y descifrando el protocolo

- Los paquetes empiezan por 02

- S

- Terminan por 03

- Tiene un CRC




3. EL PUENTE— ACCEDIENDO AL CODIGO
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3. EL PUENTE— ACCEDIENDO AL CODIGO

* JTAG no es estandar, pero en general es posible
* Obtener identificacion de los chips (IDCODE)
* Controlar los pins (Boundary Scan)

* Acceder a los registros de la CPU
* Acceder ala RAM
* Acceder ala Flash
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3. EL PUENTE— ACCEDIENDO AL CODIGO

* STM32F103RET6 (APP)

Figure 14. Bootloader selection for STM32F10xxx

C System Reset )

Swyatem |nit (Clock, GPIOs,
IWDG, SysTick)

!

0 7F recelved on

Yaz

v
Disable all
interrupt sources

Configure
USARTx

Execute
BL_USART_ Loop
for USARTx

ME35004W1

0€-60-L10Z°NS 1?
0912,v8 |
H-15 11

0-A¥E o4 1
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3. EL PUENTE— ACCEDIENDO AL CODIGO

* STM32F103RET6 (APP)

* Pudimos volcar el chip forzando a que el micro arrancase desde el bootloader

y leyendo el puerto serie

* Mantener en alta (3,3V) el pin BOOTO
e Conectar al puerto serie (que normalmente conecta con el otro chip)
* Forzar reset (no lo encontramos en la placa)

Name | Startadd.. | Endadd.. | Size [ R] W
& Pagel  0x80000.. 0x80003.. 0x400(1K)
B Pagel  0x80004.. 0x80007.. 0x400 (1K)
8 Page?  0x80008.. 0xB8000B.. 0x400 (1K)
B Page3  0x8000C.. 0xB8000F.. 0x400(1K)
B Paged  0x80010.. 0xB80013.. 0x400(1K)
| Page5  0x80014.. 0x80017.. 0x400 (1K)
B Pageb  0x80018.. 0x8001B.. 0x400 (1K)
B Page?  0x8001C.. 0xB8001F.. 0x400(1K)
| Paged  0x80020.. 0x80023.. 0x400 (1K)
B Paged  0x80024.. 0x80027.. 0x400(1K)
B Pagell  0x80028.. 0x8002B.. 0x400 (1K)
 Pagell  0x8002C.. 0xB8002F.. 0x400(1K)
B Pagel? 0x80030.. 0x80033.. Ox400 (1K)
B Pagel3  0x80034.. 0x80037.. 0x400 (1K)
A Dancld v ANN2R Nv 2NN32R nvdnn (ks FE
Legend : F Protected

UnProtected

........
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3. EL PUENTE— ACCEDIENDO AL CODIGO

.’-

. STM32F072 (SEC)
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3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

* Tres niveles de seguridad para la protecciéon de lectura (RDP)

* 2 bytes: nRDP y RDP

 nRDP !=~RDP (nRDP es el complemento bit a bit RDP)
'—‘

. STM32F072 (SEC)

* RDP Level 0: “no protection” (Default) Acceso complete de lectura/escritura
* RDP Level 1: “read protection” No hay acceso a la memoria flzz

* Permite salir del nivel, pero fuerza un borrado de todo
* Pero permite el acceso a la SRAM
* Y alos periféricos

* RDP Level 2: “no debug” SWD deshabilitado para siempre
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3. EL DESIERTO — BYPFHSS DE PROTECCIONES DE LECTURH

STM32F072 (SEC)
RDP y nRDP: Guardados en la region “Option Bytes”

Memoria no volatil para la configuracion del
sistema

Parte de la memoria flash

Parte del mapa de memoria del sistema

nRDP RDP Protection
0x55 OxAA RDP Level O
Any other combination | RDP Level 1
0x33 0xCC RDP Level 2
Option Bytes
Address [31:24] [23:16] [15:8] [7:0]
Ox1FFF F800 nUSER USER nRDP RDP
Ox1FFF F804 nDATAL DATAL NDATAD DATAD
Ox1FFF F808 nWRP1 WRP1 NnWRPO WRPO
Ox1FFF FBOC NnWRP3 WRP3 nWRP2 WRP2
I Option %
Peripherals ﬂ
0x4000 0000 System
(reserved) Flash
(reserved)
SRAM
0x2000 0000
Firmware
Flash
0x0800 0000 Flash
0x0000 0000 |{MaPPed) Flash Memory

System Memory




@jtsecES

@ )tsec

3. EL DESIERTO — BYPFHSS DE PROTECCIONES DE LECTURH

v

Microelectronics

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

STMicroelectronic

5TM32F103T6
5TM32F103T4
STM32F103RG
STM32F103RF
STM32F103RE
S5TM32F103RD
STM32F103RC
S5TM32F103R8
STM32F103R6
S5TM32F103R4

$2000
$2000
$2000
$2000
$2000
$2000
$2000
$2000
$2000
$2000
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* STM32F072 (SEC)

* Tres ataques a la familia STM32FO

* Cold Boot Stepping

e Security downgrade

Si podemos leer la SRAM vy el cdédigo incluye una

comprobacion

contenido de la flash.

de

* Debug Interface exploit

integridad podemos

inferir

el

3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

Shedding too much Light on a Microcontroller’s Firmware Protection

Johannes Obermaier
Fraunhofer Institute AISEC
Jjohannes.obermaier@aisec.fraunhofer.de

Abstract

Almost every microcontroller with integrated flash fea-
tures firmware readout protection. This is 4 foem of con-
tent prolection which aims al secuning intellectual prop-
erty (IP) as well as cr keys and

Stefan Tatschner
Fraunhofer Institute AISEC
stefan.tatschner@aisec. fraunhofer.de

While previous devices were deployed in stand-alone
applications, current systens may be part of large sen-
sor networks or may mteract with the Internet-of-Things.
Thus. these systems contain valusble Intellectual Prop-
erty (IP), such as sophisticated measurement or control

from an adversary. Ome series of are

the STM32 which have recently gained popularity and

thus are increasingly under attack. However, no practical

and on the l e of STM32
microcontrollens i publicly availsble. The paper presents
the first investigation of the STM32 secunity concepl, es-
pecially targeting the STM32FD) sub-series. Starting with
4 conceptual analysis, we discover three weaknesses and

I The devices may be license-locked and con-
Lain phic matersal. Altogether, these devices are
! by large into software develop-

ment.

Al the same Ume, gaining access to these assets be-
comes more worthwhile for adversaries. Product piracy
has emerged to a large threat, where competitors clone
products and cause financssl damage 1o the affected com-
pany [7). As those attackers operate covertly without

develop them 1o vul lities by d come-
sponding Proofs-of-Concept. At first, we discover that 3
common security configuration provides low protection
whach can be exploited using our Cold-boot Stepping ap-
proach 10 extract critical data or even readoul-protected
firmware. Secondly, we reveal a design weakness in the
secunty configuration storage which allows an sttacker
to downgrade the level of firmware protection, thereby
enabling additional sttacks. Thirdly, we discover and an-
alyze a hardware law in the debug interface, attributed
Lo a race condition, that allows us 10 directly extract read-
protected firmware using an iterative appeoach. Each
attack requires only low-paced equipment, thereby in-
creasing the impact of each weakness and resulting ina
severe threat altogether.

1 Introduction

Commercial grade microcontrollers are deployed in count-
less applications, ranging from industnial systems over
automotive control units up 1o end-user devices. As their
capabilities steadily increases, the complexity of their
tasks rises and thus their firmware gets moce sophisti-
cated.

sblishing their exploits, vull ibill are often surviv-
ing long. Nevertheless, prof 1 hers as well
as hobbyists have also broken several systems in the past,
often due 10 the underlying msufficient hardware secu-
riy (16, 17). Especially, Skorobogatov et al. have shown
that the chosen security concepts of hardware manufac-
turers often do not cover all comer cases [13], have weak-
nesses [11), hidden functions, or even backdoors [12]

Many older microcontrollers were extensively tested
for security and often exploited in the last few years.

Therefore, the industry shows growing inlerest in more
recent mucrocontrollers, including the ARM Cortex-M
based STM32 serses. The wade deployment of these de-
vices finally raised interest into the provided secunty,
mostly in terms of firmware protecton.

There are no penetration lesting results for STM32 pub-
licly available. Thus, giving a statement regarding the
protection of IP is impossible. despite it is often requested.
Therefore we undertake & thorough security analysis of
the STM32 series in which we answer the crucial ques-
tion: Does the STM32 series provide a sufficiently strong
securily concept for firmware protection and, if not, how
complex is the exploitation of weaknesses? We start with
a high-level conceptual analysis of the security configu-
ration and gradually dig deeper into the hardwire imple-
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3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

STM32F072 (SEC)
e Security Downgrade

* 1 valor se mapea a CRP Level 2
0

* 1 valor se mapea a CRP Level

e Elrestoa CRP Levell

HEX

BIMN

nROFP| ROF nROP

RDP

00|00J0000
00|01|0000

0000
0000

33|CBj0011 0011
33|CC|0011 0011

33|cploo11
55|a9j0101

0101

U1

FF|IFE|1111
FFEIFF1111

0011

0101
AA|0101 0101
0101

1111
1111

0000
0000

1100
1100
1100

1010
1010
1010

1111
1111

0000
0001

1011
1100
1101

1001
1010
1011

1110
1111

Flash Readout
Frotection

Level 2

Level O

EPROM - erased using UV-C light

Shedding too much Light on a Microcontroller’s Firmware Protection

Johannes Obermaier
Fraunhofer Institute AISEC
johannes.obermaier@aisec.fraunhofer.de

Abstract

Almost every microcontroller with integrated flash fea-
tures firmware readout peotection. This is 4 form of con-
tent prolection which aims al secuning intellectual prop-
erty (IP) as well as cryptographic keys and al

Stefan Tatschner
Fraunhofer Institute AISEC
stefan.tatschner@aisec. fraunhofer.de

While previous devices were deployed in stand-alone
applications, current systems may be part of large sen.
sor networks or may mteract with the Internet-of-Things.
Thus. these systems contain valusble Intellectual Prop-
erty (IP), such as sophisticated measurement or control

from an adversary. One series of are

The devices may be license-locked and con-

the STM32 which have recently gained populanty and
thus are increasingly under attack. However, no practical

expenence and informsation on the resalience of STM32
microcontrollens i publicly availsble. The paper presents
the first investigation of the STM32 secunity concepl, es-
pecially targeting the STM32FD) sub-series. Starting with
4 conceptual analysis, we discover three weaknesses and

Lain cryplographic material. Allogether, these devices are
accompanied by large investments into software develop-
ment

Al the same time, gaining access to these assels be-
comes more worthwhile for adversaries. Product piracy
has emerged to a large threat, where competitors clone
products and cause financisl damage 1o the affected com
pany [7). As those attackers operate covertly without

develop them 1o vul lities by g corre-
sponding Proofs-of-Concept. At first, we discover that 3
common securily configuration provides low protection
which can be exploited using our Cold-boot Stepping ap-
proach 10 extract critical data or even readoul-protected
firmware. Secondly, we reveal a design weakness in the
secunty configuration storage which allows an attacker
to downgrade the level of firmware protection, thereby
enabling additional sttacks. Thirdly. we discover and an-
alyze a hardware flaw in the debug interface, attributed
1o 3 race condition, that sllows us 1o directly extract read-
protected firmware using an iterative appeoach.
attack requires only low-paced equipment, thereby in-
creasing the mmpact of each weakness and resulting ina
severe threat altogether.

1 Introduction

Commercial grade microcontrollers are deployed in count
less applications, ranging from industnial systems over
automotive control units up 1o end-user devices. As their
capabilities steadily increases, the complexity of their
tasks rises and thus their firmware gets moce sophisti-
cated.

their exploits. vulnerabilities are often surviv-
ing long. Nevertheless, prof al 1
as hobbyists have also broken several systems in the past,
often due 10 the underlying msufficient hardware secu-
riy (16, 17). Especially, Skorobogatov et al. have shown
that the chosen security concepts of hardware manufac-

as well

turers often do not cover all comer cases [13], have weak-
messes [11], hidden functions, or even backdoors [12]

Many older microcontrollers were extensively tested
for security and often exploited in the last few years.
Therefore, the industry shows growing interest in more
recent mucrocontrollers. including the ARM Cortex-M
based STM32 senes. The wade deployment of these de-
vices finally raised interest into the provided security,
mostly in terms of firmware protecton.

There are no penetratica testing results for STM32 pub-
licly available. Thus, giving a stalement regarding the
protection of IP is impossible. despite it is often requested.
Therefore we undertake & thorough security analysis of
the STM32 series in which we answer the crucial ques.
tion: Does the STM32 series provide a sufficiently strong
securily concept for firmware protection and, if not, how
complex is the exploitation of weaknes: We start with
a high-level conceptual analysis of the security configu-
ration and gradually dig deeper into the hardwire imple-
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3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

 STM32F072 (SEC)
e Security Downgrade

B e

50 00,0000 0 000 o el
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3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

 STM32F072 (SEC)
* Debug Interface exploit
* Condicion de carrera entre que se accede a la flash por SWD y que se deniega
expresamente el permiso

Initialise Initialise

. 2

Read IDCODE
Mes und part 1 ‘

Still not do

sing around

4-94- 4-

Just a bit more.. Read flash!
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3. EL DESIERTO — BYPHSS DE PROTECCIONES DE LECTURH

« STM32F072 (SEC)
* Debug Interface exploit

e Resetear sistema

* Inicializar interfaz de debug R R
) . o, Device under
* Configurar direccion de lectura S
e Leer flash
. SWD Firmware Device under
e SjOK — address += 4 ) Extractor / DBG Attack

Laptop
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3. EL DESIERTO — BYPFHSS DE PROTECCIONES DE LECTURH

* STM32F072 (SEC)
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3. EL DESIERTO — BYPFHSS DE PROTECCIONES DE LECTURH

iTenemos los dos binarios!
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Y. EL DESCENSO — REVERSING HRITI

* ARM Assembly? No problem!
* ARM es RISC, que es mas simple que CISC

* ARM ISA
* Modos CPU
 ARM mode (4 B instructions) (word aligned)
 Thumb mode (2 B instructions) (half word aligned)
* Thumb-2 mode (2 or 4 B instructions)

* El procesador sabe si esta en Thumb mode porque el
bit menos significativo del contador de programa vale 1
* Direcciones impares
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Y. EL DESCENSO — REVERSING HRITI
- ARM ISA

* Registros

* Todos son registros RO-R15 generales y puede accederse directamente a ellos.
e R15 se usa como EIP (PC).

* R14 es el Link-Register (LR).
 R13 se usa como ESP (SP)
e R11 se usa como EBP (FP)
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Y. EL DESCENSO — REVERSING HRITI
ARM ISA

Saltos

Branch (B{cond} address) = Salta a la direccion

Branch and optionally Exchange (BX{cond} address) = Salta a la direccion y cambia de modo si es
necesario

Branch with Link (BL{cond} address) = Salta a la direccién y guarda la direccion de la siguiente
instruccion en LR

Branch with Link and optionally Exchange (BL{cond} address) - Salta a la direccidon, cambia de modo
Si es necesario y guarda la direccion de la siguiente instruccion en LR

Acceso a memoria

LDR Ra, [Rb] = Copia en el registro Ra el contenido de la direccion apuntada por Rb
STR Ra, [Rb] = Copia en la direccién apuntada por Rb el contenido del registro Ra
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Y. EL DESCENSO — REVERSING HRITI

 Where are my symbols?

% Load a new file

Binary fi

Processar bvpe

Loading segment | 0:x00000000

Loading offsek 00000000

Options
Loading options
Fill segrment gaps
Creake segments

Creake FLAT group

Load as code segment

MetaPC (disassemble all opcodes) [metape]

Load file C:i\Dacuments and SettingsiAdministratorDeskiopl STM3ZF072,bin as

hd Set
analysis
[Kernel options 1] [Kernel options 2]
Enabled
Indicator enabled [ Processar options ]

Load resources
Fename DLL entries
Manual load

Zreate imporks segmenkt

Ik

l [ Cancel

] [ Help
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols from datasheet

First approach: Check datasheet!

Depending on the selected boot mode, main Flash memory, system memory or SRAM is
accessible as follows:

Boot from main Flash memory: the main Flash memory is aliased in the boot mem|ory
space (0x0000 0000), but still accessible from its original memory space

(0x0800 0000). In other words, the Flash memory contents can be accessed starting
from address 0x0000 0000 or 0x0800 0000.

Boot from system memory: the system memoeory is aliased in the boot memeory space
(0x0000 0000), but still accessible from its original memory space (0x1FFF ECO00 on
STM32F03x and STM32F05x devices, 0x1FFF C400 on STM32F04x devices, 0x1FFF
C800 on STM32F07x and Ox1FFF D800 on STM32F09x devices).

Boot from the embedded SRAM: the SRAM is aliased in the bhoot memory space
(0x0000 0000), but it is still accessible from its original memory space (0x2000 0000).

rFigure 1v. 31 MJLrv/£LXp memory map

OxFFFF FFFF

T
(o0 10 0000

OnE 000 0000

6

OxCO00 0000

OwA 000 0000

(2000 0000

00000 0000

Resaned

Resarved

P enpherals

Resenved

SRAM

CODE

| O1FFF FFFF
| oxtFFF FCOO
/

| OxIFFF FBOO

!

|  Ox1FFF C800
|

|

!
[ 0x0802 0000

Resarved

Option Bytes

System memory

Fash memory

P arvad

Flash, system
mamory or SRAM
depanding an BOOT
configurason

800 17FF

04800 0000

Ox4002 43FF

04002 0000
Oned 001 8000
0400 1 0000

‘l\ %4000 8000

04000 0000

AHE2

APB
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols

4 Load a new file

Load file C:\Documents and SettingstAdministratoriDeskbopl STM32F072.bin as

Binary file

Processor type

IR Little-endian [ARM] Set
Analysis
Loading segment [Kernel options 1] [Kernel options 2]
Enabled
Loading offset Indicator enabled [ Processor options ]
Dptions
Loading options Load resources
Fill segment gaps Rename DLL entries
Create seqments [1 Manual lnad
Create FLAT group Create imporks segment

Load as code segment

O ] [ Cancel ] [ Help

i E 0 Loarh | o o o

% Disassembly memory organization

RaM

Create RAM section

RAM start address | Q20000000 V|
RAM size | 0x4000 v|
R

Creakte ROM section

ROM start address | 0x08000000 v|

ROM size | 0x10000 v|
Inpuk File

Loading address | 008000000 V|

File offset | 0x0 v

Loading size | Dx10000 v|

Additional binary files can be loaded inko the database using the

"File, Load file, Addtional binary File" cormand.

Ik l [ Cancel

% Information

i ) You have just lnaded a binary file,

IDA can nat identify the entry point auktomatically as
there is no standard of binaries,

Please move ko what vou think is an entry poink
and press 'C' to skart the autoanalysis,

[] Don't display this message again

L - —— Tl e el - Lot e B N LI




Y. EL DESCENSO — REVERSING HRITI

jtsecES

Recovering symbols from datasheet

Los primeros bytes contienen la ISR, asi que es un

buen punto de partida

Reset apunta al codigo que se ejecutara en primer

lugar

ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:

63000000
63000600
63000000
630606880
630000808
63000000
63000600
68000000
630606880
630000808
6300800800
63000600
63000000
630606880
630000808
630806800
68000600
63000000
63000600
63000000
630806800
63000004
63000008
630000 0C
68000018
680680614
63000018
630880810
630006208
03000024
680680628
63008082C
630080630
03000038
6300003C
03000640
63000044
03000048

81
65
a9
L)
L]
Lil:]
L]
ae
L)
L]
E5
LiL:]
b9
53
B1
B1
B1

68 68 66 BA

Input HD%
Input CRC32 : 3EBB3BO6
File Hame

Format : Binary file

: 423D3142755603456GC53FDB2CC2F6C1

: C:wUsersyjmpulidovDesktopySTH32FB72.bin

Base Address: 8808h Range: 8088866866h - 86108866h Loaded length: 18888h

Processor : ARH

ARM architecture: metaarm

Target assembler: Generic assembler for
Byte sex : Little endian

ARH

Segnent type: Pure code

AREA ROM, CODE, READWRITE, ALIGH=8

; ORG Bx8000000
CODE32
DCD Bx20002188

DCD 0x8080181
DCD Ox8001765
DCD Bx8061709
peD
peD
peD
DeD
peD
peD
peD
DCD locret_S8OB1BE4+1
peD 6, 0

DED locret_80017D8+1
DCD locret_8061D52+1
DCD Ox80BH1B1

DCD Ox80601B1

DED Bx80801B1

Vector table Reference manual Table 36
Stack pointer

RESET

HHMI

HardFault

sucall

PendSU

PUD_UDDIDZ
RTC

Interrupts and events RM0008
10.1.2 Interrupt and exception vectors
Table 61 and Table 63 are the vector tables for connectwity line and other STM32F 10w
devices, respectively.
Table 61. Vector table for connectivity line devices
§ % wpeor Acronym Description aodress
2 |E| o
- |- - |- Reserved 0x0000_0000
- |-3| fMxed |Reset Reset 0x0000_0004
Non maskabie Intemupt. The RCC
- |-2]| fxed |Nwn Clock Securtty System (CSS) Is 0x0000_0008
Iinked 10 the NMI vector.
- |-t fixed |HardFaut All ciass of faut OxDO00_000C
- | 0| settavie | MemManage Meamory management 0x0000_0010
- | 1 | settadle |BusFault Pre-fetch faul, memory access fault | 0xD000_0014
- | 2| settavie |UsageFaut Undefined nstruction of ilegal state | Ox0000_0018
0x0000_001C -
-1 - - - Reserved 0x0003_0028
- System senvice cal via SWI
3 | settadle |SVCal atruction OxDO00_002C
- | 4 | settavie |Debug Montor Debug Monitor 0x0000_0030
- |- - - Reserved 0x0000_0034
- | 5 | settadie |PenaSV Penaabie request for system service|  Ox0000_0038
- | & | settavie |SysTick System tick timer 0xD000_003C
0 | 7 | settadie |WWDG Window Watchaog InterTupt Ox0000_0040
PVD through EXTI Line detection
1 | 8 | settade |PVD e 0Ox0000_0024
2 | 9 | settadle |TAMPER Tamper intemupt 0x0000_00s8
3 | 10| settadke |RTC RTC godal intemrupt Ox0000_004C
4 | 11| seftadie |FLASH Flash godal Intemmupt 0x0000_00S0
s | 12| settave |RCC RCC goval Interrupt 0x0000_00S54
6 | 13| settadle |EXTIO EXT1 Line0 Intemrupt Ox0000_00S3
7 | 14| settadle |EXTI1 EXT1 Une1 intesrupt OxD000_00SC
8 | 15| settadle |EXTI2 EXTI Line2 Intesrupt 0x0000_0060
S | 16| settadle |EXTI3 EXT1 Line3 interrupt 0x0000_0064
10 | 17 | settadle |EXTW EXT1 Uned intemrupt 0x0000_0063
19711133 DoctD13302 Rev 17 ‘1[
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Y. EL DESCENSO — REVERSING HRITI

:~% binwalk -R "\x08\x88" /mnt/c/Users/jtallon

Recovering Sym bols from SRAM ,.-"DES{:D[:I,.-"SH-'1'.r-‘_S_r-1_:5.1'|:l3_r'||;|_-::-:'H"d.hJ:.r'l

DECIMAL HEXADECIMAL DESCRIPTION

Muchas regiones de memoria no son identificadas
como funciones por IDA Pro

Los handlers no son llamados por nadie! (No
hay funcion padre)

Truco! Volcamos la SRAM (usando SWD) vy
buscamos punteros a zonas de memoria de la
flash (Ox0800xxxx)

Function handlers (e.g. USB)

Constantes (pools)

RIJM 880685DA
RIJM 880685DC

B
; End of function

dword_80885E8

ROM:080685EC dword_S8BBBSEC  DCD Bx6F22

:::::
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ
RIJM 08008600

RIJM 0803860“ off_8008604
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols with BinDiff

 BinDiff es una herramienta de comparacion para archivos binarios, que ayuda a los investigadores e
ingenieros de vulnerabilidades a encontrar rapidamente diferencias y similitudes en el cdédigo
desensamblado.

* Con BinDiff puede identificar y aislar las correcciones de vulnerabilidades en los parches suministrados por
los proveedores. También puede portar simbolos y comentarios entre desensamblajes de multiples

versiones del mismo binario o usar BinDiff para reunir pruebas de robo de cdédigo o violacion de patente.

* Necesita los archivos del IDB generados por IDA Pro.

zynamics &) BinDiff
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Y. EL DESCENSO — REVERSING HRITI

Recovering symbols with BinDiff

BinDiff usa heuristicas para comprobar similitud entre funciones

Crveniie

Basic Blocks 75.0%

o
0.0%

75.0%

1
= |[250% y

Jumps 538.3%

7 -
58.3%

- :
- 333% 9.3% e

26
G0.5%

Instructions 60.5%

Matched Functions

1.00
0.75
0.50
025
0.00

Similarity 0.99

[

5857 /9857 Matched Functions

|v ” ” e | Show structural changes [w] Show anly instructions changed Shaw identical
Similarity » | Confidence|  Address Primary Mame Type | Address Secondary Mame Type | Basic Blocks|  Jumps
;lf‘:g, 0.71 083 0004381C _lppRateLimitlcmp @4 Mo... | 0004383C _IppRateLimiticrmp@4 Mormal |0 G 2|1 7 4|~
;lf‘:g, 074 0.99 00058049 _lppLoophackEnguele@l 6 Mo... | 000580A5 _IppLoopbackEngueus@e Mormal |12 20 185 27 32 |=|
;lf‘:g, 0.89 0.98 00050310 | _IppHandleAddressLifetimeTimeo... Mo... | 00050451 _IppHandleAddressLifetimeTimen. . Mormal |0 19 44 25 |9
;lf‘:g, 0.91 0.99 00095ADD | _WUdploControlEndpoint@E@e MNo... | 0009910 | _UdploControlEndpoint@Es Mormal |4 41 013 585 &
;lf‘:g, 0.94 0.99 0012A57C _MiIstartup@ 2 Mo... | 0012A57C _MiStartup@ 2 Mormal |0 G0 6|6 93 16
;lf‘:g, 0.94 0.99 0007A3BE _lempvEReceiveDatagrams @4 Mo... | 0007AS0E _lempvEReceiveDatagrams @4 Mormal |0 47 111 68 12
;lf‘:g, 0.96 0.97 000A2E4S _TepTryToEnterBHMode @4 Mo... | 000A2FED _TepTryToEnterEHMode @4 Mormal |1 73 1|3 126 4
;lf‘:g, 0.96 0.99 0003938F _lempvdReceiveDatagrams @4 Mo... | 00039395 _lempvdReceiveDatagrams @4 Mormal |0 57 1]|9 a4 10
;lf‘:g, 0.97 0.99 00OBEGST _TcpExitBHModeDuetoTimeoutgnd Mo... | 0D0OBES14 _TepExitBHModeDuetoTimeoutE4 Mormal |0 16 10 25 2
;lf‘:g, 0.97 0.99 000BEVBE |_TcpExitBHModeDuetoMexHopCh... Mo.. | 000BES8E | _TepExitEHModeDuetoMexHopCh. . Mormal |0 16 10 25 2
;lf‘:g, 0.97 0.99 D0DBES3E | _TocpExitBHModeDuetoAckRoved@d MNo... | 000BEB1E | _TepExitBHModeDuetoAckRoved @4 Mormal |0 16 10 25 2
-f"; 0.97 0.98 0000745 | _IppForwardPacketsPostinspectio... Mo... | 000D7E18 _IppForwardPacketsPostinspectio... Mormal |0 24 0|0 4 0
;lf‘:g, 0.97 0.99 000ATBESE _TcpipProcessorAddCallbacke 2 MNo... | 000DATCEC | _TepipProcessorAddCallback@t 2 Mormal |0 24 1)1 ar 3
;lf‘:g, 0.98 0.99 0006DT7AD _TopGetTechConnectionOhject@l 2 MNo... | 000EDBED | _TepGefTehConnectionOhbject@ 2 Mormal |0 93 2|3 148 B
-f"; 0.99 0.99 00045530 _UdpConnectRedirect@ 6 Mo... | 00045577 _UdpConnectRedirect@1 Mormal |0 16 00 24 0
-f"; 0.99 0.99 00110089 _MICleanup @4 Mo... | 00110089 _MICleanup @4 Mormal |0 & 0|0 7 0
-f"; 0.99 0.99 000CE214 | _EQoSAllocateHkeUrlSearch@20 MNo... |000CE3ES | _EQoSAllocateHkeUrlSearch@z20 Mormal |0 12 0|0 15 0]+

\@)

)]

tsec

BEYOND IT SECURITY
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols with BinDiff

e Podemos usarlo para: (%] smv32 softwene Development Tools
* Reusar trabajo entre el desensamblado de [’“’9[’“]@“)@ joej

& * Adivinar el compilador usado y las funciones de D @O@ 8=

libc.
. , . S Configure Compile and Debug Monilnr,f(ogram —
* |dea! Compilamos un programa basico con A Govorsie Codo iEs & ikion
distintas toolchains y usamos BinDiff para
encontrar similitudes .

Contiene proyectos y aplicaciones de

* Supuesto general: Los desarrolladores son :
P & ejemplo!

vagos y usaran lo que usa todo el mundo.
* Googleamos “STM32 development
environment”
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols with BinDiff

- L

Il Fh

* Las toolchains / IDEs mas importantes son:

* JAR Embedded Workbench

= La
LM
;

e Keil uVision

M=

 Atollic TrueStudio

 Compilamos proyecto de ejemplo (con simbolos!), usamos BinDiff, si no funciona intentamos con mas IDEs!

Similarity © Confidence . Address . Primary Mame Type . Address Secondary Mame Type Basic Blocks Jumps
1,00 0,95 05000728 sub_B000728 Mormal 05000BAC HAL_GetTick Iormal 1] 1 0 -
0487 089 08005182 sub_B0051B2 Mormal 080001BA aeahi_memeclra Marmal 0 i} 0o ] 0
0,96 0.a8 08005180 sub_B005180 Mormal 0s000188 aeahi_memcpys Marmal 0 8 0o 10 o
0,85 0,90 050014CE sub_g0014CE Mormal 080039FA USE_SetCurrentMode Iormal 1] T 0o g8 0
0,76 0,80 08005144 sub_B0051A4 Marmal 08003A9E scatterload_zeroinit MHarmal 0 4 0o 4 0L
0,76 0,80 080026C0 sub_BO02E6CO Marmal 0500390A USBE_ReadPacket Mormal 0 4 0o 4 0
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Y. EL DESCENSO — REVERSING HRITI

* Recovering symbols with Diaphora

* Diaphora es un plugin para IDA Pro que tiene como objetivo ayudar en las tareas tipicas de BinDiffing. Es
similar a otros productos de la competencia y proyectos de codigo abierto como Zynamics BinDiff,
DarunGrim o TurboDiff. Sin embargo, es capaz de realizar mas acciones que cualquiera de los plugins o
proyectos IDA anteriores.
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‘R Diaphora ﬂ
q E L D E S I E N s u — E V E S I N G H Please select the path to the SQLite database to save the current IDA database and the path of the SQLite database to diff against.
[ ] If no SCLite diff database is selected, it will just export the current IDA database to SQLite format. Leave the 2nd field empty if you are
exporting the first database.
- - - 5QLite databages: Export filter limits:
[ ] R g y m b I t h D p h Export IDA database to SQLite C:Usersijmpulido\DesktopSTM32f072.5qlite - E] From address  0xB000000 -
e c ove r I n S 0 S W I I a o ra SQLite database to diff against - E] To address 0x8010000 -
Use the decompiler if available
Do not export library and thunk functions
. [] Export only non-IDA generated functions

e Script en Python que se llama desde IDA Pro EE
[ use probably unreliable methads
Use slow heuristics
[ Relaxed calculations of differences ratios

M M M M [ Use experimental heuristics

e Usa bases de datos sqglite como almacenamiento intermedio. | g
Ignore all function names
[ Ignore small functions

PY H s M B M D M ff d | d d H R NOTE: Don't select IDA database files {.IDB, .I64) as only SQLite databases are considered.

euristicas como BInDITtT pero usando el poder de Hex-Rays
oA View-a [ | | W Bestmatches £ | P Unreliable matches [ | W Unmatched in primary [ | W Unmatched in secondary | | (O] Hex View-1 [ | Structures [ | (=] Enums [ | Imparts || | (2] Exports [
Line Address Mame Address 2 Mame 2 Ratic BBlocksl BBlocks2 Description

_ decompressl

sub_S0004AE

__aeabi_mems memset

__aeabi_memc memcpy 1.000

Same rare MD Index
5T hash
Strongly connected components

Pzeudo-code fuz

__aeabi_memc memclr 1.000

Callgraph match (caller of __aeabi_memsetd/memset)

IDA View-a [ | O Bestmatches || | T Unreliable matches [£] | % Unmatched in primary | | W Unmatched in secondary [ | (D] Hex view-1 [ | Structures || | (%] Enums [ | Imports [ | (%] Exports |
Line Address Mame Address 2 Mame 2 Ratic BBlocks1l EBBlocks2 Description

PCD_WriteEmpty TxFifo

free

sub_800743C

Strongly connected components

small-primes-product

Strongly connected components small-primes-product
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Recovering symbols with Diaphora

@ jtsec

o.. [ | Mee.

| Diff pseudo-co... @] ‘ Graph for sub_80004AE (secondary), Gra...

_DWCRD *_ fastecall _aeabi memcpy8 ( DWORD *result, char *aZ2, unsigned int a3)

1

2

3 int w3; /S r3@s

4 char v4; 7/ tl@Ee

5 bool wE; /S cf@7

&

7 if { !{{{unsigned int)result | (unsigned int)aZ)
g {

= while a3 = 4 )

10 i

11 v3 = *([_DWCRD *)aZ;
1z as += 4;

13 a3 = 4;

14 *regult = v3;

15 +tresult;

1&g ¥

17 }

18 while { 1 }

13 |

zZ0 w5 = a3di—— »>= 1;

21 if { Iws )

22 break;

23 vd = *aitt;

24 *|{_BYTE *)result = wi;
Z5 result = (_DWORD *) ({char *)result + 1);
Z2e }

zZ7 return result;

28}

| {,?Un... | ﬂUn... | “Un...

1 DWORD *_ fastcall memcpy( DWORD *src,
zq

a int v3; JS £33

4 char wi; // cf@7

5

-1 if { l{{src | dst)
7 {

8 while size »= 4 )
3 {

10 w3 = *dst;

11 dat += 4;

12 gize -= 4;

13 *aro = w3;

14 ++src;

a5 1

1s }

17 while { 1 )

18 |

Jallis) vd = gize—— »>= 1;
20 if ( Iwd )

21 break;

22 *gre = *dat;

23 src = {(src + 1);
z4 ++dat;

25 1}

Z& returmn src;

27}

| @ He...

_BYTE *dst,

| [ st..

| Elen..

unsigned int size)

| ﬁ Im...

| @ Ex... |
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* IDAPython y el acceso a periféricos

* Check datasheet again!

e Los periféricos estan
mapeados en memoria

iComo encontrar el acceso
a los mismos en el
desensamblado?

IYUI® 1V, I 1IMVET VI AL HISHIVIY Hap

OxFFFF FFFF

O£0 10 0000

OxE 000 0000

0xCO00 0000

(OxA 000 0000

08000 0000

On6000 0000

0wt 000 0000

2000 0000

00 000 0000

[Cortex-MO intenal
Denpherals

Perpherals

| Ox1FFF FFFF
fourn Fooo

Ox1FFF C800

| Ox1FFF FBOO

0x0802 0000

00800 0000

00002 0000

Ox4002 43FF

034002 0000

0%d 001 8000

Option Bytes

0400 1 0000

04000 8000

AHE2

a8

Ll

Fash memory

Resarved

@

tsec

BEYOND IT SECURITY

Bus Boundary address Size Peripheral
0x4800 1800 - Ox5FFF FFFF ~384 MB Reserved
0x4800 1400 - 0x4800 17FF 1KB GPIOF
0x4800 1000 - 0x4800 13FF 1KB GPIOE
0x4800 0CO0 - 0x4800 OFFF 1KB GPIOD

oo 0x4800 0800 - 0x4800 0BFF 1KB GPIOC
0x4800 0400 - 0x4800 O7TFF 1KB GPI0B
0x4800 0000 - 0x4800 O3FF 1KB GPIOA
0x4002 4400 - 0x47FF FFFF ~128 M8 Reserved
0x4002 4000 - 0x4002 43FF 1KB TSC
0x4002 3400 - 0x4002 3FFF 3KB Reserved
0x4002 3000 - 0x4002 33FF 1KB CRC
0x4002 2400 - 0x4002 2FFF 3KB Reserved

AHB1 0x4002 2000 - 0x4002 23FF 1KB Flash memory interface
0x4002 1400 - 0x4002 1FFF 3KB Reserved
0x4002 1000 - 0x4002 13FF 1KB RCC
0x4002 0400 - 0x4002 OFFF 3KB Reserved
0x4002 0000 - 0x4002 03FF 1KB DMA
0x4001 8000 - 0x4001 FFFF 32KB Reserved
0x4001 5C00 - 0x4001 7FFF 2KB Reserved
0x4001 5800 - 0x4001 5BFF 1KB DBGMCU
0x4001 4C00 - 0x4001 57FF 3KB Reserved
0x4001 4800 - 0x4001 4BFF 1KB TIM17
0x4001 4400 - 0x4001 47FF 1KB TIM16
0x4001 4000 - 0x4001 43FF 1KB TIM15
0x4001 3C00 - 0x4001 3FFF 1KB Reserved
0x4001 3800 - 0x4001 3BFF 1KB USART1
0x4001 3400 - 0x4001 37FF 1KB Reserved
0x4001 3000 - 0x4001 33FF 1KB SPI1/12S1

APB 0x4001 2C00 - 0x4001 2FFF 1KB TIM1
0x4001 2800 - 0x4001 28FF 1KB Reserved
0x4001 2400 - 0x4001 27FF 1KB ADC
0x4001 0800 - 0x4001 23FF 7KB Reserved
0x4001 0400 - 0x4001 O7TFF 1KB EXTI
0x4001 0000 - 0x4001 O3FF 1KB SYSCFG + COMP
0x4000 8000 - 0x4000 FFFF 32KB Reserved
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Y. EL DESCENSO — REVERSING HRITI

* IDAPython y el acceso a periféricos

e Sabiendo el aspecto que tendra en el desensamblado |la funcionalidad que estamos

buscando podemos crear un script que busque ese patron de ensamblador por todo el
binario.

* Para cada instruccion si el registro de la instruccion tiene la direccion de un periférico
gue nos interesa

* Esusado en un STR = Output
e Esusado en un LDR =2 Input
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Y. EL DESCENSO — REVERSING HRITI

* IDAPython y el acceso a periféricos

e Sabiendo el aspecto que tendra en el desensamblado |la funcionalidad que estamos
buscando podemos crear un script que busque ese patron de ensamblador por todo el
binario.

nTan

n

":"0x40004C00"™,
0x4000540
0x4000
0x400
ooossoon

"Ox4000
"I "0x40

0e0

:"0x40005C00"}

Output window

LISLUE FunccLun.

Inside Function:
struct :USART1
struct :USART1
struct :USART1

struct :USART1
struct :USART1

ruct -1IISARTA

AU: idle Daown

SUU_DuNIZ4u | UAOUNDZAUL ]
sub_8805258 (8x8885258L)

address: Bx80052bal (writing
address: Bx80852bal (reading
Bx806852bal (writing
B8x808852bal (reading
address: Bx80852bal (reading
address: Bx88852bal (reading
B8x80852bal (reading
B8x80852bal (reading
9x806852bal (reading
9x806852bal (writing
address: 8x806852bal (reading
addrecc- OvRAAS?hal (readinn

Disk: 3GB

= " — — — = — — —
structuresSTHM32F0 r [F] Functions window 028 x| [Hoavewad | ] strings window [ | (5] Hex view-1 [ | [B] structures [ | ] Enums [0 | Imparts [ | [ Exports [1]
FYRT s "Owd 0
_EKEYR": "0x40 Function name . 6800529C 69 28 CO 06 HOUS RO, KOx48000000 -
CETEEYR":"0x40022004" 03005200 61 FB EE FE BL sub_8007680
SR™: "0x40 ! [£] sub 800A5RS 88005204 E1 28 00 03 HOUS RO, HOXE1000
S8 e Uy (] sub_800A5CC 08005208 A0 98 STR RO, [SP,#0x28+var 28]
"y [7] sub_8004688 08005200 68 28 HOUS RO, #0
", [7] sub_800A6A0 838052AC 61 98 STR RO, [SP,#0x28+uar_24] 0
. (7] sub_8004684 0300520E 62 98 STR RO, [SP,#0x28+uar_20] —
R":"Ox4002201C", 7 sub_80046C8 08005280 63 28 STR RO, [SP,#0x28+var_1C]
WEPR"™:"0x40022020", 7] sub 8004716 08005282 65 98 STR RO, [SP,#0x28+var_14]
PO 7 u 8002758 08005284 6C 28 HOUS RO, #OxC
$"0x40021000", £ subi 080052B6 04 98 STR RO, [SP,#0x28+var_18]
"GPIOCT : "Ox4 8 L£] sub 8004850 03005288 69 46 Hou R1, SP -
"EPTORM : MOx4E [£] sub_800Ass8 | 030052BA BC 48 LDR RB, =8x40813808
EELLATE TURS S [7] sub_80049D4 W 030052BC 65 F8 4C FA BL sub_886A758 ; USART1 (reading from regist
"GPIOB"™:"0x48 [F] sub_800A9F4 = 030052C8 18 21 HOUS R1, HGx1B
TGEICD™: " < | m | 3 000052BA 080052BA: sub_8005258+62 (Synchronized with Hex View-1) <
"SZEIQE™: Line 284 of 302 « | 1, | »

to register)

from register)
to register)

from register)
from register)
from register)
from register)
from register)
from register)
to register)

from register)
From renictery
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5. LOS TUNELES — DEBUGGING AR

 Usualmente el analisis estatico de las funciones no es suficiente
e (O es demasiado costoso

* El problema del debugging

Multiples procesadores
Conexiones dificiles
Condiciones de carrera

_—

° mmap
* Trucos para debugger firmware entu PC — « source code copy
e Baremetal emulation

—
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5. LOS TUNELES — DEBUGGING AR

* Restricciones
* A priori no es posible hacer entrada / salida
* Niinteractuar con los periféricos

* No es posible interactuar con zonas de memoria que puede
gue no se hayan inicializado

* Mejor para estudiar funciones aisladas
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5. LOS TUNELES — DEBUGGING AR

e Offline debugging - mmap

1. Abrimos el fichero

2. Mapeamos con mmap a la funcion que nos
interese

* 3. Creamos un punter a funcion a la direccion
que queremos probar

e 4. Llamamos a la funcidon con argumentos
similiares a los que vemos en el codigo

1

nt main(void) {

size t length=

printf("opening file\n");
int fd = open("” t/Desktop/STM32f bin",0):;
void *firmwaresmmap (
(v-* i*) , length,
PROT_EXEC|PROT_READ|PROT_WRITE,
MAP PRIVATE, // flags
fd, // file
)

/] Nefinimoaes 1 t*orn a FfrinecsA
// REEADANRS VA RUDLEXR a IUNSIln

_DWORD* ('functionPtr)(_DWORD',_BYTE',unf'xn~ int) ;
functionPtr = // BRuntames a nuestra funcion
int* address = (int *)0x8008a00; // Neta: add debe SXiISLAL eI
//1la pemeria w:L RLRGEsSQ © SegFault

printf ("Memc

', address) ;
printf (" X

", *address):;
_BYTE *argl = malloc( * sizeof( BYTE)):

memset(argl YA ) B

(*functionPtr +1) (( _DWORD*) argl, (_BYTE *) 4
", argllil):

for(int im0 ;i<32;i++) printf ("

printf("\n"):;

return
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5. LOS TUNELES — DEBUGGING FIRITI

* Offline debugging — source code copy

e 1. Decompilamos la funcion que queremos estudiar

con Hex Rays

e 2. Copiamos la funcion a nuestro archive C

e 3. Llamamos a
apropiados

la funcidn con

f

los argumentos

@;

\-Ii

tsec

ﬂ{

=}

£}

_DWORD *sub_8005180 (_DWORD *result,

int v3; // r3@3
char v4; // cf@?
int result_;
if ( '(((int)result | (int)a2) <<
{
while ( a3 >= )
{
v3 = *a2;
a2 +=
a3 -=
*result = v3;
++result;
}
}
while (a3>= )
{
*result = *a2;
result = (result + 1);
++a2;
a3e==;
}

return result;

Fint main(void) {

_BYTE *argl = malloc(
memset (argl, 'A', ):
int returned = sub_ 8005180 (argl,
for(int im0;i<32;i++) printf("
printf("\n");
return ;

)

_BYTE *a2, un

)

* sizeof (_BYTE));

N argl[i]):

signed int a3)
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5. LOS TUNELES — DEBUGGING HRIT
e Offline debugging — compilar

 Compilar con:
* arm-linux-gnueabi-gcc -static sccopy-trick.c -o
sccopy-trick -g

* Ejecutar con:
* gemu-arm scscopy-trick

* Depurar con:
 gemu-arm -singlestep -g 1234 mmap-trick

e gdb-multiarch
(gdb) target remote localhost:1234
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5. LOS TUNELES — DEBUGGING AR

e Offline debugging — baremetal emulation

* GNU MCU Eclipse es un proyecto de codigo abierto que incluye una familia de plug-ins y herramientas
Eclipse para el desarrollo de ARM y RISC-V embebidos multiplataforma, basados en la toolchain GNU. Este

proyecto esta alojado en GitHub.
* Puede ser usado de manera independiente I
* Soporta bastantes dispositivos (incluyendo STM32)
e ...y placas de desarrollo E M U

* https://gnu-mcu-eclipse.github.io/

*  GNU MCU Eclipse QEMU plugin
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5. LOS TUNELES — DEBUGGING AR

Offline debugging — baremetal emulation

Ejecutar gemu
./gemu-system-gnuarmeclipse -mcu STM32F103RB -nographic --image /root/Desktop/STM32F103.bin

-verbose -serial pty -serial pty -serial pty -serial pty -S -s

GNU gdb (Debian 7.12-6+bl) 7.12.0.20161007-git

Copyright (C) 2016 Free Software Foundation, Inc.

EJeCUtar gdb License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
. This is free software: you are free to change and redistribute it.
gdb—mU/tICH’Ch There is NO WARRANTY, to the extent permitted by law. Type "show copying"

and "show warranty” for details.
(gdb) target remote /OCGIhOSt-'1234 This GDB was c::nnfjigl_lre-.i as "x86 64-linux-gnu".
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

Monitorizar puertos serie For help, type "help”.

; Type "apropos word" to search for commands related to "word".
tal/ -f/dEV/ptS/p /hEXdump -C (gdb) target remote localhost:1234
Remote debugging using localhost:1234
warning: No executable has been specified and target does not support
determining executable automatically. Try using the "file" command.
@x0800020c in 2?7 ()
{gdb)
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b. EL TEMPLO — FUZZ TESTING

e Hasta ahora tenemos
* Acceso aSWD/IJTAG

 Conocimiento de nuestro objetivo a través del
reversing

e Estatico (IDA Pro)
e Dinamico offline (debugging)
* Dinamico (bus eavesdropping)

* jEs hora de encontrar bugs! jFuzzing!
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b. EL TEMPLO — FUZZ2 TESTING

 Debemos de ser capaces de, de manera automatica:
* Generar datos de prueba
* Transmitirlos a nuestro objetivo
* Monitorizar y registrar el comportamiento

 Depende de la interfaz. En nuestro caso (entre otras)
interfaces SAM
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b. EL TEMPLO — FUZZ TESTING

 Conectamos a nuestro micro con las interfaces que hemos externalizado usando un
programador propio de |la marca (recordad que JTAG no es del todo estandar).




@jtsecES @ )tsec

b. EL TEMPLO — FUZZ TESTING

webdev@webdev-virtual-machine sudo openocd -c "telnet_port 4444" -f tcl/interface/stlink-v2.cfg -f tcl/target/stm32f1lx_stlink.cfg
Open On-Chip Debugger 6.9.0 (2015-89-02-10:42)

Bope) =i e Conectamos adecuadamente

http://openocd.org/doc/doxygen/bugs . html
WARNING: target/stm32flx_stlink.cfg is deprecated, please switch to target/stm32flx.cfg
: auto-selecting first available session transpert "hla_swd". To override use 'transport select <transport>'.
: The selected transport took over low-level target control. The results might differ compared to plain JTAG/SWD
adapter speed: 1080 kHz
* Arrancamos OpenOCD
: Unable to match requested speed 1000 kHz, using 950 kHz
: Unable to match requested speed 1080 kHz, using 950 kHz
: clock speed 958 kHz
: STLINK v2 JTAG v29 API v2 SWIM v7 VID 0x0483 PID 0x3748
: using stlink api w2
: Target voltage: 2.809987

: stm32flx.cpu: hardware has 6 breakpoints, 4 watchpoints Y EJ e C uta r gd b

webdev@webdev-virtual-machine telnet localhost 4444 gdb-mu/tiarch

Trying 127.0.0.1...

Connected to localhost. (gdb) target remote localhost:3333
Escape character is '*]'.

Open On-Chip Debugger

> halt * jlanzamoss fuzz-testing vy

target state: halted

target halted due to debug-request, current mode: Thread i i |
xPSR: ©x210000600 pc: Ox08885cfc msp: 8x20004730 monltorlzamos'

targets
TargetName

8* stm32flx.cpu hla target little stm32flx.cpu
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1. LA MONTANA — EXPLOTACION

* Aplica todo lo que ya conocéis
* Format string bugs
e Stack overflow

* No hay protecciones del S.O.
 No ASLR

e Con unainteresante diferencia!
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1. LA MONTANA — EXPLOTACION

e ¢Qué ocurre al leer la direccion 0x00000000°?

OxCO00 0000

* Windows =2 Crash (Segmentation Fault)

OxA000 0000

* Linux = Crash (Segmentation Fault)

(000 0000

* Baremetal = Depende —
e Usualmente no hay MMU

0w 000 0000

* jEn Ox00000000 hay una copia del firmware! -

Flesh.s
00000 0000 mamory of SRAM,

I depanding an BOOT
\0 confgqurason
%0000 0000
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H. LA CUMBRE — MANTENIENDO EL HCCESO

* Trojanizar un firmware baremetal es relativamente sencillo!

Flash:

Concatenamos nuestro codigo al codigo original

Modificamos el codigo original para que salte al nuestro

Hooked Function

Trampoline

push
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H. LA CUMBRE — MANTENIENDO EL HCCESO

* Necesitaremos espacio para nuestras variables

* SRAM:

Pintamos la SRAM con un valor conocido antes de que se
ejecute el codigo

Dejamos que el dispositivo arranque e interactuamos con él

Volcamos de nuevo |la SRAM para encontrar regiones no
utilizadas

Cuando sepa qué regiones de memoria estan disponibles,
puede decirle a su compilador que use estas regiones de
memoria

@ jtsec
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CONCLUSIONES

Lee las especificaciones!

Asume que el firmware es publico
Protege los buses!

Cifra! Siempre!

¢ Physical access == GRIME OVER?

‘mm,g,shé‘ef Sorm!
_‘" :

mmishee.devits
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