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About me

= José Manuel Pulido:
=  Common Criteria expert and Lead Consultant in jtsec.
= CCToolbox developer

= Contributor to ENISA, Eurosmart and I1SO projects and
CEN/CENELEC.

= More than 12 years of experience in cybersecurity
technologies

= Speaker at several conferences including CCUF20, ICCC20,

ICCC21 and ICC22
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About us

@ @ Jtsec

Arplus®

jtsec is part of the A+ group along with Lightship Security. We have
labs in Canada, USA and Spain.

Cybersecurity evaluation & consultancy services
Common Criteria, LINCE and ETSI EN 303 645 accredited lab.

Developers of the most powerful tool for Common Criteria,
CCToolbox.

Involved in standardization activities (1SO, CEN/CENELEC, ISCI
WGs, ENISA CSA WGs, CCUF, CMUF, ERNCIP, ...)

Members of the SCCG (Stakeholder Cybersecurity Certification
Group)



[ ICCC2024

DOHA, QATAR (@]tse

CC Scraper

How we collect statistics
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Collecting CC statistics with CC Scraper

We continuously maintain and improve CC scraper:
= Many CB webpages frequently change their
................................ N R A structure (7 out of 11 CB sites in 2024)
SHE MR R AL T =  Parsed 2 new CB websites:
v' Qatar ’ e
v' Poland - a@
\ - TrustCB new website. ‘ '
e . W = Dealing with anti-bot protection (CC-portal and
: " Sweeden and French CBs).
= Many other optimizations and minor
improvements.

& soce bsi. @ 1PA
Results are close to accurate, but could have small

@ .S'Q: ITscc® A ' variations
| e gl < TOVRheinland CSEC

=  We will happily receive your feedback. _
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CC Scraper reports

d With the statistics generated, we publish CC statistics reports in jtsec
webpage, at least once per year.

L https://www.jtsec.es/blog-entry/106/common-criteria-
statistics-report-for-2021

&,\‘ Common Criteria
®

J  https://www.jtsec.es/blog-entry/125/common-criteria- Statistics report
statistics-report-for-2022 2023

L https://www.jtsec.es/blog-entry/135/common-criteria-
statistics-2023



https://www.jtsec.es/blog-entry/106/common-criteria-statistics-report-for-2021
https://www.jtsec.es/blog-entry/106/common-criteria-statistics-report-for-2021
https://www.jtsec.es/blog-entry/125/common-criteria-statistics-report-for-2022
https://www.jtsec.es/blog-entry/125/common-criteria-statistics-report-for-2022
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Common Criteria Statistics for
2024

Disclaimer: CC scraper was run on 30 of September 2024. The statistics are calculated
with the data for the first 9 months of the year.
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Number of CC certificates in 2024

1 273 products were CC certified during 2024 (data until 30/09/2024)

2024 Q1

2024 Q2 111

2024 Q3
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Top certifying schemes in 2024
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Percentage of certifications per scheme in 2024
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Assurance levels used in 2024

EALS
20.80 %

EALG
11.31 %
EAL2
10.58 % EAL7
0.36 %

EAL1
1.82 %

36.13 %
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Top laboratories in 2024

SGS Brightsight (*) o4

Applus+ Laboratories (*)
(Lightship + jtsec + Applus)(*)

30

THALES (FR) 24

INTERTEK (*)
(Acumen + EWA + Acucert) (*)

SERMA (FR)

CEA - LETI (FR) 17

TOV (*)

[y
[<)]

Teron (AU)

| I
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Use of PPs in 2024

Certifications
without PP
— 17%

Certifications with PP
83%

@ 1tsec
(@
@] A|:plus

25.22 %

7.08 % 6.19 %

Security IC Protection Protection Protection Machine
Platform Profile for Profile for Profile for Readable
Protection Network Hardcopy Application Travel

Profile Devices Devices Software Document
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Use of PPs per Geographic Regions (2024)

EUROPE

AMERICA (US+CA)

Others
20%

Security IC -

Protection
Platform .
. - Profile for
Protection Protection .
] . Network Devices
Profile Profile for Full 42%
45% Drive Encryption 2
8%

Protection

profiles for Machine
- feadable Protection Protection
signature Travel Profile for :
S m REST OF THE WORLD o profile for

Application
Software
17%

Others
14%

10% Protection Profile Devices
for Network 13%
Devices

29%

11%

Korean National
Protection Profile
for Database
Encryption
14%

Korean National Protection Profile

Protection Profile for Har'dcopy
for Single Sign On Devices
29%

14%
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Top manufacturers of certified products in 2024
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Product categories in top-certifying schemes (2024)

France

4

1
S AT
ICs, Smart Cards Trusted Mobility
and Smart Card- Computing

Related Devices
and Systems

Netherlands
31
6
ICs, Smart Cards Products for Access Control Network and Other Devices and
and Smart Card- Digital Signatures Devices and Network-Related Systems
Related Devices Systems Devices and

and Systems Systems

31
18
' e B
Network and Other Devices Mobility Operating
Network-Related and Systems Systems
Devices and
Systems
Canada
10
7
4
J ;’
Multi-Function Other Devices and Network and Data protection
Devices Systems Network-Related
Devices and
Systems
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CC Statistics for 5 years
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Number of certifications in the last 5 years
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Scheme growth 2023-2024 (until 30/09/24)
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Scheme growth forecast — end of 2024
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Lab growth 2023-2024 (until 30/09/2024)

Amossys (FR)

Telecommunicati
ons Technology
Association (KR)

Advanced Data
Security (NO)

Korea Testing
Certification (KR)

MySEF (MY)

Teron (AU)

SERMA (FR)

THALES (FR)

Positive growth
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ECSEC Laboratory Inc. (JP)

Applus Laboratories (*)

Combitech (SE)

LEIDOS (US)

Riscure (NL)

ATSEC (*)

TOV (*)

CEA - LETI (FR)

SGS Brightsight (*)
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Lab growth 2023 — forecast end of 2024

m 2023 B Forecast end of 2024
38
32
) 27
.2
= 15
oy 11 12
O
¢ B — = LI L
THALES (FR) SERMA (FR) Teron (AU) MySEF (MY) INTERTEK (*) Korea Testing Advanced Data Security Applus+ Laboratories (*) Telecommunications
(Acumen + EWA + Certification (KR) (NO) (Lightship + jtsec + Technology Association
+17 +16 +7 +4 Acucert) (¥) Applus)(*) (KR)
+3 +2
+4 +2 +2
(V]
> W 2023 M Forecast end of 2024
e
©
g)n 41
21 22
2 . - . I 13 17 . .
4 1 1
SGS Brightsight (* CEA - LETI (FR) TOV (%) INFORMATION ATSEC (*) Riscure (NL) Combitech (SE) LEIDOS (US) UL (*) DEUTSCHES (DE)
TECHNOLOGY
-34 -33 -20 SECURITY CENTER (JP) -12 -9 -8 -8 -5 -5

-18
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Adoption of new PPs (released from 2020)

0 0 I I .
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[
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0
Secure Sub-System in System-on- Calypso Basic — Protection Profile Protection Profile V2X Hardware  Secure Element Protection Profile -
Chip (3S in SoC) Protection Profile (FR) Security Module by CAR 2 CAR GPC_SPE_174 (ES)
(DE) Communication Consortium (DE)

W2024 w2023 m2022 m2021 m=2020
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2024 Highlights

O Asignificant decline in the number of certifications worldwide.
v' Forecast for end of 2024, still below last 5 years.
v' Biggest drop in Dutch laboratories. France and the US take the
lead.
v' Canada, Korea Malaysia and Australia are the only growing
schemes.

[ The industry keeps converging toward use of PPs.

Security IC vendors are leaders in certification (4 out of the top 5) one
more year.

O High-EAL certifications dominate the European industry, while low-
EAL PP-compliant certifications prevail in the rest of the world.
Continued trend.
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Was 2024 a standstill period?

O 2023 was a record year, while 2024 is projected to be challenging.

O Transition Impact: The shift to CC2022 and EUCC, replacing SOGIS/CCRA, is
significant, as anticipated in ICCC 2023.

O Industry Response: deliberate delay in certifications during this transition,
with stakeholders waiting for the EUCC to settle?

L Preparation for 2025: Manufacturers and CABs are gearing up for EUCC
evaluations starting in 2025.

d Other certifications gaining traction? CSPN, SESIP, PSA, GSMA, LINCE...

O Looking Ahead: AT EEIE Y T 0 o
. 2025 will be pivotal; we must remain vigilant. @ il = 'E '/ _-.> > \
= Current challenges: absence of recognition agreements with non-EU countries 4 R R B DL
under EUCC.
= Non-EU PPs, such as NIAP ones, are not yet applicable.
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QUESTIONS?




% |CCC2024 @ jtsec

Q\ DOHA, QATAR Agplus®

Contact

jtsec Beyond IT Security

Granada & Madrid — Spain (@ jtsec

hello@jtsec.es

@jtsecES

www.jtsec.es

Wooay Gﬂthrle


mailto:hello@jtsec.es

	Default Section
	Slide 1
	Slide 2

	PRESENTATION
	Slide 3

	SCRAPER
	Slide 4
	Slide 5
	Slide 6

	STATISTICS
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30


