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History of the Cryptographic Evaluation
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NIST (National Institute 

of Standards and 

Technology)

Verification of Conformity 

according to FIPS 140-1, 

FIPS 140-2 and FIPS 140-3

CMVP - Designed for 

certifying cryptographic 

modules

CAVP - Designed to 

certify cryptographic 

algorithms

Publication of multiple "Special 

Publications" specifying cryptographic 

algorithms and how to test them

USA
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International



History of the Cryptographic Evaluation
Spain
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Certification Body for cryptographic modules - 

OC-CCN (Spanish National Cryptologic Centre)
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Cryptographic Evaluation Today
Europe

• SOG-IS Crypto Evaluation Scheme 
Harmonised Cryptographic Evaluation 
Procedures v0.16 (December 2020)

• First SOG-IS evaluation methodology
Implementation of cryptographic 
mechanisms
Pitfalls Prevention Requirements

• SOG-IS Crypto Evaluation Scheme Agreed 
Cryptographic Mechanisms v1.3 (February 2023)

Cryptographic mechanisms agreed and 
recommended by SOG-IS 

Acceptable level of security
Implementation guidelines
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Cryptographic Evaluation Today
Spain

CCN-STIC 130 Guide 
Cryptologic Evaluation Requirements 
Guide (October 2017)
• Requirements for Approval of 

Encryption Products to Handle 
Classified National Information 

• FIPS-like approach
• Security Requirements

MEC – LINCE
Cryptographic evaluation module 
within the LINCE methodology

Very light cryptographic 
conformance testing following the 
NIAP Protection Profiles approach
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Botan-CCN Cryptographic Library 
Reference implementation of CCN 
to perform conformity testing of 
the cryptographic mechanism in 
cryptographic evaluations



Cryptographic Evaluation Today
Spain

CCN-STIC 221 Guide
Cryptographic Mechanisms authorized by CCN
Includes new CCN-authorized algorithms with 
respect to the European ACM
Transversal use guide not limited to ENS 
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Cryptographic Evaluation Today

Evolution
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Jan 1994
FIPS 140-1

March 2006
ISO/IEC 19790:2006

May 2016 
SOGIS Agreed 
Cryptographic 

Mechanisms 1.0

June 2018 
SOGIS Agreed 
Cryptographic 

Mechanisms 1.1

Jan 2020 SOGIS 
Agreed 

Cryptographic 
Mechanisms 1.2

May 2022
CCN-STIC 807

March 2023...
CCN-STIC 221
Cryptographic 
Mechanisms 

Authorized by the CCN

Dec 2018
Lince

Aug 2012
ISO/IEC 19790:2012

Jan 2018
SP800-90B

Oct 2018
CCN-STIC-130

March 2019
FIPS 140-3

Dec 2020
SOG-IS HEP

Coming...
CCN Cryptographic 

Mechanisms 
Evaluation 

Methodology

Dec 1999
AIS 20/31

May 2001
FIPS 140-2

Feb 2023
SOGIS Agreed 
Cryptographic 
Mechanisms 

1.3by the CCN

Coming… 2023...
CCN Cryptographic 

Evaluation Methodology



Cryptographic Evaluation Today

Is this only a Spanish issue? | Reasons why the cryptographic mechanisms methodology is necessary

FIPS and/or ISO FIPS:
• It only works when the module has been 

created to meet FIPS requirements. 

• It does not work well for products that 
integrate cryptography but do not use a 
third-party cryptographic module.

STIC 130
• Does not include algorithm-level 

conformity and includes product 
implementation requirements. 

• Not 100% focused on cryptographic 
implementation.

• Provides the security point of view. 
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We do not have a 
methodology that evaluates 

cryptographic algorithms and 
protocols.
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Usage
CCN Cryptographic Mechanisms Evaluation 
Methodology

• Products whose main functionality 
requires cryptography (e.g., VPNs, 
ciphers, secure communications, etc.)

• According to three increasing 
Certification Levels: CL1, CL2 & CL3

• During CC, LINCE and Complementary 
STIC certification processes.
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Definition
CCN Cryptographic Mechanisms Evaluation 
Methodology
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Document Structure
• Cryptographic Requirements
• Agreed Cryptographic Mechanisms
• Conformity Testing
• Common Implementation Pitfalls

Index



Evaluation tasks and evaluation test
Structure
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Each section contains:
• One or several tasks are defined. They are

mandatory independently of the implementation and
shall be executed for the associated certification
level.

• One or several tests defined and associated to each
task. They are categorized as mandatory or
implementation dependant. Moreover, the required
vendor inputs are detailed for each test.

Some specific examples:



Cryptographic Mechanisms Evaluation Methodology
Structure
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1. Cryptographic Requirements
Objective: To specify the requirements extracted by 
CCN from the CCN-STIC 130 guide that apply to the 
security of cryptographic products related to the 
cryptographic mechanisms and primitives implemented 
in relation to:
• Self-tests (not required by SOGIS nor CCN STIC-221)
• Critical Security Parameters (CSP) Management 

(with additional requirements than required by 
SOGIS)

• Mitigation of Other Attacks (not required by SOGIS 
nor CCN STIC-221)

Evaluation: The evaluator shall verify that the TOE 
complies with the cryptographic requirements listed in 
this section.



Cryptographic Mechanisms Evaluation Methodology
1. Cryptographic Requirements - Critical Security 
Parameters (CSP) Management
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The methodology not only evaluates the 
SOGIS related Key Management 
requirements, but also assesses the entire 
life cycle of every SSP managed by the TOE.

Example: SSP Life Cycle Management for AES_EDK  

M

This comprehensive approach ensures a 
thorough evaluation of the security posture 
of the TOE beyond just key management.



Cryptographic Mechanisms Evaluation
Methodology
Structure
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2. Approved Cryptographic Mechanisms
Objective: To specify the cryptographic 
mechanisms recognized and agreed by CCN

Evaluation: The evaluator shall verify that the 
cryptographic mechanisms implemented by the 
TOE comply with the guidelines presented by the 
CCN in the CCN STIC-221 guide including 
correct parametrization.



Cryptographic Mechanisms Evaluation Methodology
Structure
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3. Conformance Testing
Objective: To specify the requirements 
necessary to perform conformity testing of 
the cryptographic primitives and 
mechanisms implemented by the TOE. 
These tests shall determine whether the 
cryptographic primitives and mechanisms 
used by the TOE are correctly 
implemented. This is similar to what NIST 
does but also verifying parameterizations 
and limit values that often lead to errors.

Evaluation: The evaluation process is 
divided into four steps:
1. Generation of Test Vectors: Request 

and Sample files.
2. Generation of Results by the Vendor: 

Response File
3. Generation of Results by the Evaluator: 

Response File
4. Validation of Results by the Evaluator



Cryptographic Mechanisms Evaluation Methodology
Conformance Testing Evaluation Process Diagram
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Cryptographic Mechanisms Evaluation Methodology
Test Vectors Generation

◦ The evaluator shall 
generate a 'REQUEST' file 
(in JSON format) for each 
cryptographic mechanism 
implemented by the TOE 
containing the test vectors 
associated to the supported 
parameterization.

◦ Additionally, the evaluator 
shall generate the 'SAMPLE' 
file (in JSON format) for 
each cryptographic 
mechanism implemented 
by the TOE containing an 
example solution to 
indicate the format of the 
expected result.

José Ruiz | JTSEC The new cryptographic evaluation methodology created by CCN

22 / 41

The evaluator shall send to the 
vendor a file package containing 
the 'REQUEST' and 'SAMPLE' files 
associated to all cryptographic 
mechanisms implemented by the 
TOE.



Cryptographic Mechanisms Evaluation Methodology
Generation of Results by the Vendor
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◦ The vendor shall generate a 'RESPONSE' 
file associated with each cryptographic 
mechanism implemented, containing the 
output provided by the TOE for each of 
the test vectors provided in the 
'REQUEST' file.

◦ The vendor shall retain the JSON format 
presented in the 'REQUEST' and 
'SAMPLE' files for the generation of the 
'RESPONSE' file.

The vendor shall send to the evaluator a file 
package containing the 'RESPONSE' files 
associated with all cryptographic 
mechanisms implemented by the TOE.



Cryptographic Mechanisms 
Evaluation Methodology

Generation of Results by the Evaluator

The evaluator shall generate the 'RESPONSE' file 
associated to each cryptographic mechanism 
implemented by the TOE, using the Botan-CCN 
library as reference cryptographic 
implementation.

The evaluator shall retain the JSON format 
presented in the 'REQUEST' and 'SAMPLE' files 
for the generation of the 'RESPONSE' file.
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Cryptographic Mechanisms 
Evaluation Methodology
Validation of Results by the Evaluator
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The evaluator shall validate the 'RESPONSE' 
files provided by the vendor for each 
cryptographic mechanism implemented by the 
TOE, comparing the results provided with those 
obtained in the previous step using the Botan-
CCN cryptographic library.

The evaluator shall determine whether the TOE 
correctly implements the cryptographic 
mechanisms and primitives used and declared.



Cryptographic Mechanisms Evaluation Methodology
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4. Common Implementation Pitfalls

Objective: To specify the requirements 
necessary to avoid implementation pitfalls 
in the cryptographic primitives and 
mechanisms implemented by the TOE.

Evaluation: The evaluator shall verify that 
the cryptographic mechanisms 
implemented by the TOE comply with the 
implementation pitfall avoidance 
guidelines presented by the SOG-IS in the 
SOG-IS Harmonized Cryptographic 
Evaluation Procedures guide.

Structure 



Cryptographic Mechanisms Evaluation Methodology
Common Implementation Pitfalls - 
Example: Key Derivation Implementation Pitfall 
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Cryptographic Mechanisms Evaluation Methodology
Advantages of the Cryptographic Mechanisms Evaluation Methodology over SOG-IS

Cryptographic Mechanisms Evaluation 
Methodology

• Complete evaluation methodology. It establishes 
concrete evaluation tasks depending on the certification 
level (CL1,CL2 or CL3) to be followed by the evaluator 
for each cryptographic mechanism to assess:  

• Cryptographic Management requirements
• Mitigation of other attacks.       
• Usage of approved mechanisms, including post 

quantum algorithms and specific entropy 
requirements

• Conformity Testing 
• Common implementation pitfalls avoidance.

• Self-tests. It is verified that the self-tests are properly 
implemented for each algorithm according to CCN 
requirements. Several evaluation tasks are designed to 
evaluate their implementation and correct operation.

SOG-IS HEP and ACM

• Provides the agreed mechanisms and their associated 
requirements, and the evaluation tasks to:

• Verify their correct implementation according 
to their associated standard

• Perform the conformity testing.
• Avoid implementation pitfalls.
• Verify key management (with less 

requirements than the CCN evaluation 
methodology)

• Self-tests requirements and Mitigation of other 
attacks are not specified.
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Cryptographic Mechanisms Evaluation 
Methodology

Cryptographic Mechanisms Evaluation Methodology
Advantages of the Cryptographic Mechanisms Evaluation Methodology over SOG-IS
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SOG-IS HEP and ACMSOG-IS HEP and ACM

• List of classical algorithms without 
including references to post-quantum 
algorithms

New Algorithms: The Cryptographic Mechanisms Evaluation 
Methodology includes new "classical" and post-quantum 

algorithms recommended by the Spanish CCN in the new 
STIC 221 guide.

New recommended classical 
algorithms: 

SCRYPT, 
ChaCha20_Poly1305

EdDSA

Post-Quantum Algorithms

CRYSTALS-
Kyber, 

CRYSTALS-
Dilithium, 
Falcon, 

SPHINCS+ 

FrodoKEM is also 
recommended. It will not 
be standardised as part 
of NIST’s PQC project, 

mainly due to efficiency 
considerations, but there 
are currently no doubts 

about its security. 



Cryptographic Mechanisms Evaluation 
Methodology

• Life cycle management of each SSP 
managed by the TOE. For each SSP, its 
strength, generation, entry/output, storage 
and zeroization methods are evaluated.

• Complete list of conformity test vectors for 
all the agreed cryptographic mechanisms. 
Example: AES Key Wrapping.

SOG-IS HEP and ACM

• Establishes general Key Management 
requirements, specifying only the 
recommended mechanism for each stage.

• The conformity test vectors of several 
algorithms are not defined or are not 
complete.

Cryptographic Mechanisms Evaluation Methodology
Advantages of the Cryptographic Mechanisms Evaluation Methodology over SOG-IS
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Cryptographic Mechanisms Evaluation Methodology

• The methodology will be used in Common Criteria evaluations at the national level if 
crypto is a core component of the product (e.g. VPN, Ciphers, etc...)

• The methodology could be considered a supporting document to harmonize how to 
evaluate crypto mechanisms.

Cryptographic Mechanisms Evaluation Methodology
Link with Common Criteria
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CCN Cryptographic Evaluation 
Tool

Definition

Performing Conformity Testing 
Structure of the Tool
o JSON test files: test vectors in hexadecimal format 

according to SOG-IS methodology.
o ACVP-Parser: JSON file processing and extraction of 

parameters needed to invoke the cryptographic 
reference implementation.

o Botan-CCN Cryptographic Library: cryptographic 
reference implementation used to generate test 
vectors results and validate the correct cryptographic 
implementation of the TOE.
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CCN Cryptographic 
Evaluation Tool
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1. Processing of the test vectors to extract the 
parameters using the ACVP-Parser.

2. Invocation of the Botan-CCN cryptographic 
library to perform the generation of test 
vector results using the associated 
'REQUEST' file. 

3. Generation of the 'RESPONSE' file 
associated to a cryptographic mechanism 
using the associated 'REQUEST' file and the 
results obtained using the Botan-CCN 
cryptographic library.

Flowchart



Cryptographic Evaluation Tool
Cryptographic Evaluation Tool - Usage Example: SHA-256
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‘REQUEST’ file ‘RESPONSE' file generated by the Tool



Cryptographic Evaluation Tool
Cryptographic Evaluation Tool - Usage Example: SHA-256
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‘RESPONSE' file generated by TOE

Validation of results



Cryptographic Evaluation Tool

Cryptographic Evaluation Tool - Usage Example: SHA-256
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‘RESPONSE' file generated by TOE

Validation of results

ERROR
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Cryptographic Evaluation Methodology
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1. Usage 
Cryptographic evaluation methodology to address the 
security requirements of the CCN-STIC 130 guidance.

This methodology aims to evaluate the implementation of 
a TOE beyond the requirements associated with 
cryptographic mechanisms such as:
- Cryptographic Module Design
- Authentication 
- Physical Security
- Logical Security
- RNG design
- Configuration management system
- Etc…



Cryptographic Evaluation Methodology
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2. Security Levels: 
CCN STIC-130 defines 3 increasing qualitative levels of 
security that are directly mapped to the 3 evaluation levels 
of the Cryptographic Mechanisms Evaluation Methodology:
- CL1: Low Level of CCN-STIC 130 (Restricted)
- CL2: High Level of CCN-STIC 130
- CL3: Advanced Level of CCN-STIC 130

Each TOE will be evaluated according to the level of 
sensitivity of the information it handles and the global 
evaluation methodology to which the Cryptographic 
Methodology is being applied to.

Some evaluation tasks will be common for all levels and 
others will only apply depending on the security level.
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Conclusions
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• Spain is pioneer in creating a Cryptographic 
Evaluation Methodology for mechanisms.

• The usage in Common Criteria evaluations 
is straight forward.

• The methodology is in trial usage and will be 
published soon

• All this work is a contribution to complement 
European efforts

• This effort is necessary to unify criteria in 
the sector in order to make life easier for 
laboratories and vendors.



Thank you
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