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Ç One important factor in assuring comparability of the results of 
evaluations is to understand that the evaluation process 
includes the specification of both objective and subjective 
assurance measures.

Ç Hence the competence of the individual evaluators is 
important when the comparability and repeatability of 
evaluation results are the foundation for mutual recognition

Introduction



Ç ISO/IEC 17025 defines some competence requirements:

Ç 6.2.2 The laboratory shall document the competence requirements for each 
function influencing the results of laboratory activities, including 
requirements for education, qualification, training, technical knowledge, 
skills and experience.

Ç 6.2.3 The laboratory shall ensure that the personnel have the competence to 
perform laboratory activities for which they are responsible and to evaluate 
the significance of deviations.

Ç 6.2.5 The laboratory shall have procedure(s) and retain records for:
Ç a) determining the competence requirements;
Ç Χ
Ç f) monitoring competence of personnel.
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Ç ISO/IEC 23532 further refines these requirements:
Ç 6.2.5.1 The evaluation laboratory shall have procedure(s) and retain records 

for: 
Ç a) determining the competence requirements for personnel in ISO/IEC 

19896-3;
Ç Χ
Ç f) monitoring of competence of personnel.
Ç NOTE The laboratory shall review annually the competence of each 

evaluator for each test method the evaluator is authorized to conduct. The 
ŜǾŀƭǳŀǘƻǊΩǎ ƛƳƳŜŘƛŀǘŜ ǎǳǇŜǊǾƛǎƻǊΣ ƻǊ ŀ ŘŜǎƛƎƴŜŜ ŀǇǇƻƛƴǘŜŘ ōȅ ǘƘŜ 
LabooratoryDirector, shall conduct annually an assessment and an 
observation of performance for each evaluator. A record of the annual 
review of each evaluator shall be dated and signed by the supervisor and the 
employee. A description of competency review programs shall be 
maintained in the management system. 
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Ç ISO/IEC 23532 further refines these requirements:

Ç 6.2.6.1 Laboratory evaluator collectively shall have knowledge or 
experience for any specific technologiesupon which an evaluation is 
conducted in ISO/IEC 19896-3:2018

Ç 6.2.7 The evaluation laboratory shall maintain a competent 
administrative and technical personnel appropriate for ISO/IEC 15408-
based IT security evaluations. The laboratory shall maintain position 
descriptions, training records, and resumes for responsible supervisory 
personnel and laboratory evaluators who influence the outcome of 
security evaluations.

Introduction

ISO
23532



Ç ISO 19896 IT security techniques τCompetence requirements 
for information security testers and evaluators τ

Ç Part 1 Introduction, concepts and general requirements

Ç Part 2 Knowledge, skills and effectiveness requirements for 
ISO/IEC 19790 testers

Ç Part 3 Knowledge, skills and effectiveness requirements for 
ISO/IEC 15408 evaluators
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Ç Part 1 Introduction, concepts and general requirements

Ç Elements of competence

Ç Competency levels

Ç Measurement of elements of competence

Ç Annex A: Example structures for describing competence 
requirements

Ç Annex B: Example records of experience and competence
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Ç Part 3 Knowledge, skills and effectiveness requirements for ISO/IEC 15408 
evaluators

Ç Baseline for the minimum competence of ISO/IEC 15408 evaluators for 
ŜŀŎƘ ŜƭŜƳŜƴǘ ƻŦ ŎƻƳǇŜǘŜƴŎŜ όƪƴƻǿƭŜŘƎŜΣ ǎƪƛƭƭǎΣ ŜȄǇŜǊƛŜƴŎŜΣΧύ

Ç Annex A (informative) Technology types: knowledge and skills

Ç Annex B (informative) Examples of knowledge required for evaluating 
SARs

Ç Annex C (informative) Examples of knowledge required for evaluating 
SFRs
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Ç The standard defines 5 elements of competence and 4 
competency levels
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Ç Elements of competence

Ç Knowledge: facts, information, truths, principles of 
understanding acquired through experience or education
Ç Of the standard
Ç Of the testing or evaluation methods
Ç Policies and procedures of relevant approval authorities
Ç Of IT product architecture and design in relevant 

technology areas
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Ç Elements of competence

Ç Skills: ability to perform a task or activity with a specific 
intended outcome acquired through education, training, 
experience or  other means
Ç Understanding the boundaries, documentation analysis, 

selection of appropriate testing methods, calibrating and 
using tools, build a test environment, performing testing, 
ƛƴǘŜǊǇǊŜǘƛƴƎ ǊŜǎǳƭǘǎΣ ǿǊƛǘŜ ǊŜǇƻǊǘǎΣ Χ
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Ç Elements of competence

Ç Experience: involvement at a practical level with projects 
related to the field of competence

Ç Education: process of receiving or giving systematic 
instruction, especially at a school or university

Ç Effectiveness: ability to apply knowledge and skills in a 
productive manner
Ç !ŎŎǳǊŀŎȅ ƻŦ ǘŜǎǘ ǊŜǎǳƭǘǎΣ ŀōƛƭƛǘȅ ǘƻ ǊŜǇŜŀǘΣ Χ
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Ç Competency levels

Ç Assigned for each competence area of 19896-3
Ç Level 1 Associate: works under supervision
Ç Level 2 Professional: requires supervision in just a few areas
Ç Level 3 Manager: works unsupervised in most testing or 

evaluation areas, supervises level 1 and 2
Ç Level 4 Principal: fully competent for at least one 

technology area, able to communicate with stakeholders, 
works unsupervised in all areas, supervise other levels.

Ç Overall level of competency may determine designation of 
professional capability: Technician/Evaluator/Senior 
Evaluator/Lead Evaluator
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Ç Measurements of elements of competence

Ç Measuring is mandatory, how to do it is not mandatory

Ç Knowledge: 19896-3 provides a measurable body of knowledge.
Ç We may decide who will measure: The CAB-CB? The ITSEF? 

Third parties?
Ç Training records and professional certifications

Ç Skills: 
Ç Lab proficiency-testing programme(as required by 17025)
Ç Feedback from other skilled personnel
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Ç Measurements of elements of competence

Ç Experience:
Ç Records of projects completed

Ç Education:
Ç Certificates issued by organizations recognized as legitimate 

by the approval authority

Ç Effectiveness: 
Ç ¢ƛƳŜ ƴŜŜŘŜŘΣ ƴƻƴŎƻƴŦƻǊƳƛǘƛŜǎΣ ŀŘŀǇǘŀōƛƭƛǘȅ Σ ŀŎŎǳǊŀŎȅΣ Χ
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Ç Provides baseline for the minimum competence of ISO/IEC 15408 
evaluators for each element of competence (knowledge, skills, 
ŜȄǇŜǊƛŜƴŎŜΣΧύ
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