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Recap on version 1.0

(d The CC Web Scraper was first presented on ICCC
2018.

A month later, the first report generated by the tool

was released.
» The second report was released on February, 2019 and
the third on last September.

1 https://www.jtsec.es/blog-entry/21/common-criteria-
statistics-report-for-q1-q2-93-0f-2018

1 https://www.jtsec.es/blog-entry/25/common-criteria-
statistics-report-for-2018

d 2019 Q3 report has been just released!



https://www.jtsec.es/blog-entry/21/common-criteria-statistics-report-for-q1-q2-q3-of-2018
https://www.jtsec.es/blog-entry/25/common-criteria-statistics-report-for-2018
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Whnat’s new?

d The main downside of the scraper that was
discussed last year was its inability to parse the
products directly from Certification Bodies.
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Whnat’s new?

d The scraper now gets info from every
Certification Body!

 Anditis able to compare the results with those
from Common Criteria Portal.

.
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Irnplermentaiion

d To parse the Certification Bodies websites, we have
included a new manager within the tool that
individually collects information for each CB.

CC Portal Web Scraper
HARsHER AR R AR R R AR R R AR R R R R R R

## Running Certification Bodies scrape
## Running ACSC scraper (Austr
## Running ANSSI scraper (Fran
## Running BSI scraper (German
## Running STQC scraper (India
## Running OCSI scraper (Italy
## Running IPA scraper (Japan)
## Running MyCC scraper (Malay
## Running NSCIB scraper (Neth
## Running SERTIT scraper (Nor
## Running ITSCC scraper (Repu
## Running CSA scraper (Singap
## Running CCN scraper (Spain)
## Running CSEC scraper (Swede
## Running NIAP scraper (Unite

cts.append(niap_scraper.get_niap_elemer
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Irnplernentation

d First version of the scraper was based on xpath.

d Although this approach worked when parsing the
CC Portal, it fails on most of the Certification Bodies
websites.

d BeautifulSoup performs better



CBs tnat raly on CC Portzl

d The UK does not have a list of products
» They publish certifications through CC Portal.

(J Canada does the same, but presents a list with
some data.

d Turkey has a PDF list but all links lead to CC portal.

» The only one that doesn’t is a broken link.
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Difficulties wnile parsing

d Some Certification Bodies have simple well

structured websites, whi
, Which are easy to parse wi
the new functionality. il

Gasgamer
Securty
golutions

- o ypn_cu V21

s
10976 oo ApPYY

; e ity CH
(m/s,:?;/‘énﬂ:‘“e/m Secur® Wobility Client
i

1 'ﬂ“? for Andf(}\d

L\ghtﬁh‘ P
Secunty

rtinet, 0.
ot ForiPro V10

...........

Forniture:_
| Livello di garanzia CC: EALAE
' Data emissione certificatos 12

settembre 2016
' Rapporto di Certificazions: £ [ .

Traguardo di SiCUrezza:




Difficulties wnile parsing

(J Worst case scenario, there are some minor
differences such as different date formats or
different names for the same thing.

Farnitore:

Livello di garanzia CiC: EALAL

== ifi mbre 2016
Dlata emissions certificatny 12 sette ot

rapporto di Certificazione: oo
Traguardo di Sicurezza’

_ cenficate Date 2019-08-15
3 Cenrification Report Certification Report (pdf)
| Certificate Date 2015-06-17
Certificate Certificate CCRA {pdf)

M Certificate Re port

Certificate Certificate {pdf) Certificate S0GIS (pdf)

Certification Report (pdf)

Certificate . (pdf) Certificate EA MLA {pdf)




Difficulties wnile parsing

J Another problem was presented while parsing
ANSSI’s website.

 After several continued requests, the server starts
denying connections

d We placed a timeout and problem solved...

Anti - DS




Difficulties wnile parsing

d With IPA the problem took some more effort.

d They maintain archived certification documents in
the same table but with a different format.

(d Some products have several versions, names, etc.
making it unpredictable when parsing and forcing
to consider a ton of possibilities.

—1 2018-02

ier F’r-\ﬂter
0/D125 Cﬂ\'.&“l/

%erox %95+‘\jaélﬂor~*\ ver, 1.204:17
C.D\'\UO el

2017-04
[Assurance
Cuntinuit',r]




Difficulties wnile parsing

d The difficulties grew larger as more complex
websites were being scraped.

 The BSI divides its products in 10 categories
» Which are then divided in several subcategories...
» Which are divided by pages when they are large...
Or empty when they have no products...

Search results 1 to 10 from a total of 16

| |
1 2

»w certificate number A product name

BSI-D57-CC-1030-2018 OptiX O5N 1300 VV100R00

BSI-DSZ-CC-1053-2018 Huawei NE4OE Series Softwal 3
Consisting of VRP and the Urf.
0S V800R010C00SPC200, |
WVE00R0O10SPH220T




Difficulties wile parsing

J

Korean Certification Body has several security
controls on its website which had to be tackled to
parse their website.

Content-Length: 334

<div class="innerSearcher">
<form method="get" id="searchForm" action=" fsearchftctalsearch de™ >
<input type="text" name="scar T = " = = Tale, 2
<input type="hidden" id="c=srf'"§ name=" csrf valoe="Ys=s TsJH'F'CkI E6GEEBgdEm03xmExcWEza™
</ form>
<fdiv>
<div class="innerMenu":>
<nl class="navilraper">




Difficulties wnile parsing

J Norwegian Certification Body does not have a list,
instead they offer the possibility to directly search
products.

<) > C | ® sertitno/product/122

SERTIT ElELtEes

About SERTIT

The Certification Scheme
Evaluation Facilities
Certified products
Publications

Newstalk

Contact

International

Acronyms
Search




@itsec |

Difficulties wnile parsing

J Indian CB site was down during weeks 38 and 39 of
2019 while we were trying get the latest data.

 Unfortunately, some data from the Indian CB could
not be incorporated to our results.

The connection has timed out

e S a1 W CTETY TS TR SO Y i takorgg 0o boeg 1D

LONORCTON




Oviaining archived products fromm CBs

d French, Italian, Norwegian and Nederland CB sites
offer the list of all certified products without
distinction between archived and not archived.

d Australian and Singapore CBs have a small list of
certified products, not categorizing archived items.

d German, Swedish, Korean and Japanese CBs had a
separate list
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O vtaining archiveed procducts Fromm CBs

d Spanish CB doesn’t include the list of archived
products.

( NIAP has a table with the list of archived products,
but there is no information besides the
conformance claim and certification date.

10
821 : CPP§ND~V1_D l

Sorry, the product or VID requested is not found,
C C
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Corralation of data fronm CCRorEl ane CBs

1 CBsites and CC Portal often provide slightly data
with differences for the same certified product.

J The scrapper now includes a correlation logic for
determining which items are the same and
analyzing differences.

A




Corralation of ezt frorn CCRorzl aine CBs

d The scraper must be able to determine when two
products, from CB site and CC Portal, are the same.

( CC Scrapper considers three cases for this:
d Same normalized product name (collision risk)
d Add certification date -> still risky, but
acceptable
(d Same ST SHA -> some bytes change from CB
version to CCPortal version
d Same product name + Same ST SHA1: too rigid?

‘ B3 security Target SHA1L B2 buplicate

| BSI-DE 86ea7211c2cfded536280917532a5194das975ab Hash cc-ch

|| BSI-DE 3f0a3e20b6214f562ffd1ccatdcl3coflchaclab Hash & name (Insurance Security Token Service (15TS) Version 1.0) co-ch
MYCC-MY  15dbe30ffb3444f9d6c59cfae2bafdf03dec1ay7 ch

| BSI-DE 09192aef85a94234a798009a343d7355011fe575 Prodname (TCOS Residence Permit Card Version 1.1 Release 2-BAC/ SLEFECLX1440P) cc-cb
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Corralation of data fronm CCRorEl ane CBs

d For identifying unique products, each product
found has its normalized name and hash calculated.
Then, an unique product id is assigned.

d Each product parsed is associated with the unique
product id of the related unique product.

id category n_cat p_index archived completed fromcb B id_unigprods

T T o ooy ; oo =i
1139 Other Devices and Systems — 203 Certified Products 12 26 False True False 450
1543 2088 Other Devices and Systems 13 54 False False True 450
1547 B U 1Cs, amart Cards ang omart Card Related Devices and oo B 06 ranke Trie Tane 75T
1545 2632 1Cs, Smart Cards and Smart Card-Related Devices and 5... 7 689 False True True 451
1546 1472 ICs, Smart Cards and Smart Card-Related Devices and 5... 7 65 False True True 452
1547 1924 1Cs, Smart Cards and Smart Card-Related Devices and S... 7 506 False True

453
454

id product

450 sensor2185kitas40release10configurationoptions218520and218532
2L LIRS ULIRDY

452 applicationiasxlsurplateformejavacardenconfigurationouvertedelacartepucemultiappidv2 1surcomposante®
453 microcontrleurscuristénd7rvisiond ] 4 [ A S f
454 taskalfab002itaskalfa5002itaskalfa4002itaskalfab002igtaskalfas002igtaskalfa4002igkyoceracsbl02ig . Y
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Corralation of claita frorm CCRortzl aned CBs

d The same product when retrieved from CC Portal or
CB websites may contain differences:

Slightly different product name / manufacturer
Abbreviated vs complete PP names
Conformance name: “PP Compliant” vs EAL-X
Inconsistent product categories with respect to
CC Portal.

Different date formats.

NN N Y

Y

d We had to create additional logic for these
situations.



Corralation of ezt frorn CCRorzl aine CBs

d For some products, the scrapper did not found any
matching item in two websites at all after a full run.

d This happens when a product is listed in the CB
webpage but not in CC Portal.

It also happens when an archived product listed in
CC Portal from a CB that doesn’t list duplicates in its
Site.



Incles

d

i st Bijsie s Bl Mg 5

Recap on CC Web Scrapper v1.0

What’s new in CC Web Scrapper v2.0
Implementation and difficulties while parsing
Obtaining and correlating archived data from CBs
Technical conclusions

Statistics

Final conclusions




@itsec |

Tacennical conclusions

d Certified products are listed with a diverse and
heterogeneous format in the different Certification
Body websites.

» Scrapping them is challenging.
» Matching them is challenging.

(1 Some CBs don’t list archived products; other CBs list
them without tagging them as archived.

{ A TOVRheinland” L

Mlls;v e\
/~ACSC|

Austrafian
Cyber Security
Centre

\t\‘oﬁ‘“‘ﬂ“w




Teennical conclusions

d The STs for the same product are not always the same
identical file. Matching by product name + hash was
required more than expected.

LA
100
= w
= 2
—— 100
Hash and
Product Name ‘  Ba
48% |
- l l l
| l
W 4 " " N My ) M " I
§Roduct Nane and Certilcation: Date. @olash  ® Hash ares Pooduct Mame

Product Name

and
Certification
Date...




Teennical conclusions

d (Crazy) Number of uploads from CB website to CC
Portal

::::::




Taennical conclusions

d We didn’t achieve 1-to-1 correspondence because:

' L a) Our algorithm didn’t find the match
% Uploaded to CCPortal in 2019 by CB (e.g. the ST is uploaded with different
hash & different certification date)

140%

120%

100% O b) The product was still not uploaded
20% when we execute the script

60%

O c¢) The product was uploaded two times
40%
to CCPortal
20%
0% D

d) We miss something ©
FR DE IN IT AU CA JP MY NL NO KR ES SE TR UK US

X

X

X

X

O AU/CA/IN/JP/TR/UK are only using
CCPortal



Teennical conclusions

d Isit possible to normalize this situation?

(d Some CBs directly point to CC Portal. Is this the
right approach?

d Even so, some information is entered manually in
the website.




Teennical conclusions

d We propose to design an exchange protocol (e.g.
XML based) to publish the data once in CB / CC site
and then synchronize from other sites.

",“ Common Criteria

* Federal Office .
for Informatlon Security |

Publish certified product in CB website

Publish XML exchange data in CB website

Product name 3 i Publish product information
Manufacturer
PP -
EAL . AWV certificate number AV product name i Digital Tachograph - Vehicle Unit SE5000-8 Version B
,‘ ST pdf URI— \ BSI-0SZ-CC-1071-V2-2005  Oigital ?atr-og{apn-Venﬂc!e Unit m Certificati Target
\. CRpdfURL.-" = S § T —

....... » Stored in a single site
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Statistics = 20119 ©)33

d Updated statistics for the period since the last
ICCC will be presented now, to take a look at CC
certification’s health during recent times.

1 The data is more complete and reliable now:
d Information from the CBs websites was
incorporated.
d Archived products are considered for
historical statistics purposes only.

= 2008 2oz
201s

1 4 3 1IN = " bhlbe &
en b b e e
W et | 2 -
e 6 .
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Statistics = 20119 ©)33

d Less certified productsin 2019 (Q1-13) versus
previous years, continuing a downward trend
since 2016.

J 2019 may end near 2018 after Q4




@ jtsec |

Startistics = 2019 O3

d Number of certifications per country, historical
(archived included)
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Startistics = 2019 O3

[ Certifications per country, 5 year trend

........




Statistics = 20119 ©)33

d Certified products compliance since last ICCC

*EAL7*
*EALG*
*EALS5*
*EAL4*
*EAL3*
*EAL2*

*EAL1*

o
N
o
N
o

60 80 100 120 140

m2018Q04 ®=2019Q1 m2019Q2 m2019Q3

2016 207 2018 20119




Statistics = 2019

d Product assurance level per country during 2019

mFR
@ Others

*EALZ* *EAL3 *EALA* ‘EALS® *EALG* *EAL

*EALY*

74 pp




Statistics = 2019

J Top PPs 2018-2019

19.08% 14,62% 15,79% 14,62% TL84% 13,68% B,58%F 9,91%

*Security IC Platform Protection Profile®  *Protection Profile for Hardcopy Devices®  *Protection Profile for Network Devices®  *Machine Readable Travel Document®

" 2019 m2018
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] Collaborative vs Non-Collaborative PPs 2018-2019




Statistics = 20119 ©)33

d Certified products per Lab (3 years)
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d Top laboratories (2019 Q1-Q3)

EPOCHE (ES/TR)
CEA - LETI (FR)
DXC (CA/US)
GOSSAMER (US)
EWA-CANADA (CA)
TUV (DE/JP)
ATSEC (%)
BRIGHTSIGHT (*)
SERMA (FR)
Acumen (US)
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Statistics = 20119 ©)33

(d Evolution of top certified categories (5 years)

i -

| A

2 2016 27 M8 2019
wwe|Cs, Smart Cards and Smart Card-Related Devices and Systems w—Multi-Function Devices
w——Network and Network-Related Devices and Systems w——=Qperating Systems

ww=QOther Devices and Systems
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d Top 5 manufactures of certified products (2019)
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Statistics = 5 Years

d Manufacturer certifications per year (5Y)
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Conclusions

(d There has been a decrease in the number of
evaluations in the last 3 years compared to
previous periods.

 The numbers of top certifying countries (DE, FR,
US, JP) are in a downward trend.

 Smaller CBs are slightly rising their certification
numbers.



Conclusions

[ Since last ICCC, products certify mostly with PP
compliance. High assurance certifications have
been most frequent than low ones.

(d NIAP has certified products almost exclusively
with PP compliance during the last year.

 Other schemes certify roughly as much PP-
compliant products as non PP-compliant ones.

d EAL2 has been by far the most frequent low
assurance level during this period.



Conclusions

(d During this year, most common PPs have been
Security IC Platform PP, Hardcopy Devices PP,

Network Devices cPP, and MRTD PP. This is a
continuous trend in time.

(d cPPs have been used by ~15% of PP-compliant
certifications since 2018.

Jd Network Devices PP has become the most
popular cPP, with a great difference over the
rest.



Conclusions

d The traditional big labs (CEA-LETI, TUV, SERMA,
Acumen, Brightsight, Gossamer...) have been
also on the top during the last years.

(d epoche and DXC have entered the top 10 since
last ICCC.

d Security ICs, Network Devices and Multi-
function devices have been the most certified
categories.

 NXP, CISCO, Samsung, ST Microelectronics and
Infineon are 2019’s top vendors, continuing
their historical trend.
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