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Do we really need lightweight certifications?
Benefits

Powerful! ςTesting, Life Cycle, Product 
ŘƻŎǳƳŜƴǘŀǘƛƻƴΣ ŜǘŎΧ 

Versatile - Applicable to all types of products

Flexible - Different assurance levels (EALs) 

Internationally recognized certificates

Drawbacks

Lengthy duration in time. 

High cost of the certification process.

Technical difficulty in complying with/understanding the 
standard.

Excessive strictness.

A lot of paperwork, not everything clearly improves security.

Created by large companies, less accessible to SMEs.
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PRODUCT TIME TO MARKET!

Continuous delivery is a reality

Product changes almost everyday

But certification is painfully slow

We need to adapt!
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Focus

Vulnerability
Analysis

Penetration
Testing

Limited

Effort

Duration
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Not the panacea

Limited assurance

Need experienced evaluators

Need technical knowledge
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LightweightCybersecurityEvaluation Low AssuranceCommonCriteria


